[Ipunoxenue 2
K 00s3arenbHOM nH(GOpMaLUK
JUTSL pa3MelieHHs Ha caiTe

HHPOPMALINOHHAS ITAMSTKA
JUISI OBYYAKOLMXCS JIUISI PASMEILEHWS
HA OOHUHUAJBHBIX HHTEPHET-PECYPCAX

C Kax/bIM roJIoM MOJIOJIEXKH B MHTEpHETe CTAHOBUTLCH 0OJIbIe, a HIKOJIb-
HHUKH OJIHH M3 CaMBIX aKTHBHBIX Iosib30oBatesied Pynera. Mexay tem, noMuMmo
OrPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HeceT M npobiiembl. JTa nams-
Ka JI0JI7KHA NoMo4b Tebe Oe301acH0 HaXOAUTLCH B CETH.

Kominplorepubie BHPYChI

KomibioTepHbiii BHPYC - 3TO Pa3sHOBHIHOCTE KOMIILIOTEPHBIX HPOIPaMM,
OTJIMYUTEILHOH 0COOCHHOCTBIO KOTOPOH ABISAETCS CIIOCOOHOCTH K PA3MHOKCHHIO.
B nononHenue K 3TOMy, BUPYChI MOTYT MOBPEIMTh HIIH [OJHOCTBIO YHHYTOKHTE
Bce (haiiyibl M JIaHHBIE, [TOJIKOHTPOJIBHBIC NOJIL30BATEIO, OT UMEHH KOTOpOro Oblia
3alyllieHa 3apaKeHHas MporpaMma, a TakyKe [OBPEJMTh WM Jla)ke YHUUTOKUTD
OlEepallHOHHYIO CUCTEMY cO BcemM (aitlamu B uenom. B GonbimimHCTBE Cilydaes
pacrpocTpaHsiioTcs BUPYChl Yepe3 HHTEPHET.

MeTo/bl 3alHThl OT BPEJIOHOCHBIX [IPOIPaAMM:

1. Mcnonb3yii coBpeMeHHbIE ONMEpallMOHHbIC CHCTEMbl, HMCIOUINE Cephe3-
HBIH YPOBEHb 3alUThl OT BPE/IOHOCHBIX MPOrPaMM;

2. IlocTtosiHHO ycTaHaBiuBail nadtn (UMQPOBLIC 3aIUIATKH, KOTOPbIC aBTO-
MATHYECKHM YCTAHABIMUBAKOTCS C LI/IbIO A0pabOTKKM MpOrpamMmsel) U JIpyrue 00HOB-
JIEHUs CBOEH onepauroHHOH cucTeMbl. CkauMBail MX TOJBKO ¢ O(ULHAIBLHOIO
caiita paspaborunka OC. EciM cyumecrByer pekHM aBTOMaTH4YECKOIro OOHOBIIE-
HMSl, BKIIIOYH €ro;

3. PaGorait Ha cBOeM KOMIIBIOTEpE M0/l [IPaBaMHU [10JIb30BaTE!Is, a4 HEe aJIMH-
HHCTpaTopa. DTO He MO3BOJKUT GOJBILIMHCTBY BPEAOHOCHbBIX IPOIPAMM HHCTALIN-
pOBaTbCs Ha TBOEM MNEPCOHATBHOM KOMIIBIOTEPE;

4. Ucnonb3yd anTUBUpYCHbLIE [IPOIPAMMHBIE [POJAYKTLI U3BECTHBLIX MPOU3-
BOJMTEJICH, ¢ aBTOMATHYECKUM 00HOBJIeHUEeM 0a3;

5. Orpanunyb GU3MYECKUi JIOCTYI K KOMIIBIOTEPY JUISE TOCTOPOHHMX JIMLL;

6. Mcrionb3y# BHewIHUE HOCHTEIH MH(pOPMALIMM, TAKHE Kak (iellka, JAMCK
WK (aiia U3 HHTEPHETa, TOJILKO U3 [IPOBEPEHHBIX UCTOUHUKOB;

7. He orkpbiBail KoMilbloTepHbIe (aiibl, NOJYYEHHbIE U3 HEHA/ICHKHBLIX MC-
To4HHKOB. [laxke e daitibl, koTopbie npucian TBOH 3Hakombli. Jly4ie yrounn y
Hero, OTIPAaBIsAJ JIH OH Tede HUX.

Ceru WI-FI

Wi-F1 - 970 He BUJL nepe/iayud JIJaHHBIX, HE TEXHOJIOT|S, @ BCEro Jnilb Openl,
mMapka. Eme B 1991 roay Huacpianickas KOMIAHMA 3aperncTpuposaia OpeHj



"WECA", uro obosnavano ciosocoyeranne "Wireless Fidelity", kortopbiii nepe-
BOAMTCA Kak "OecrpoBOHas TOYHOCTD' .

Jlo Hawiero BpemeHwu Jioia Jipyras abOpeBuarypa, KOTopas SB/ISeTCs TaKO#H
Ke TexHosorueid. Dro abOpesmarypa "Wi-Fi". Takoe wuassanue Obulo JlaHo ¢
HaMEKOM Ha cTaHjapr Belicuieit 38ykoBoii Texuuku Hi-Fi, uro B nepesojie o3nava-
eT "BBICOKAst TOYHOCTD",

Jla, OecrinatHeIl HHTEPHET-0CTYI B Kade, OTe/sX U alponoprax sABjIseTcs
OTJAMYHOI BO3MOMKHOCTBIO BbIXOJ@ B MHTepHer. Ho MHOrue skcneprel cuuraior,
4t0 obwenocrynuoie Wi-Fi cetn He asnsiiorcs 6€30MacHbIMH.

CoeTsl 1o 0e3onacHocTH paboTsl B 061IeR0CTYMHBIX ceTsix Wi-fi:

1. He nepenasaii cBoio inunyio uHGopmanuio yepes oduiepocrynusie Wi-Fi
ceTd. PaGoras B HUX, JKelaTejbHO HE BBO/MTL [1aPOJIH JOCTYIA, JIOTHHBI H KaKHe-
TO HOMEpa;

2. Mcnonb3yi v 0OHOBJISAH aHTHBUPYCHBIE NporpaMmmel U Opanjmayep. Tem
caMbiM Thl 00e3oracuib Ceﬁﬂ OT 3aKa4yKH BHpyCa Ha TBOE ‘VCTPOI‘&L"I'BO;

3. llpu ucnonsszoBanun Wi-Fi otkmoun ¢yuxumio "O6umid qoctyn k daii-
naMm W npuHrepam”. JlanHnas (QyHKUMS 3aKpbiTa 110 YMOJIHYAHMIO, OJIHAKO HEKOTO-
pble [0JIb30BATENIH aKTUBUPYIOT ee Juld Y100CTBa MCIO0/b30BaHus B paboTe HMIIH
yuebe;

4. He wucnonbsyit ny6uauunsiid WI-FI juis nepesauu JIMYHBIX JI@HHBIX,
HalpuMep JUJIA BbIX0/1a B COLMAIIBHBIC CCTH MJIM B JJICKTPOHHYIO MMOYTY!

5. Mcnoab3yii Tosibko 3ammuienHoe coeaunenne depes HTTPS, a ne HTTP,
T.€. npu Habope Beh-apeca BBoOM umeHHo "https://";

6. B moOunsHoM Tenedone otkmoun Gynkumio "Tloakmoyenne k Wi-Fi as-
Tomaruyecku". He ponyckail aBToMaTH4ecKOro MOAK/IIOYEHUs YCTPOHCTBA K Ce-
sim Wi-Fi Ge3 TBoero cornacusi.

CoumnanbHble ceTH

Couﬁaﬂbl-lhlc CeTH aKTHBHO BXOJAT B HALIY )KH3HbL, MHOI'MC JIIO/H paGU‘l‘am‘l'
M JKUBYT TaM [10CTOAHHO, a B Facebook yike 3aperucrpuposan MULIHap/1 YeJ10BekK,
YTO SBISETCH OJHON CEJAbMOH BCeX KHTE/IEeH riaHeTbl. MHOIHE 110JIb30BaTE/IN HE
MOHMMAIOT, 4TO MH(pOPMALMS, pa3MElIeHHas UMH B COUMAIbLHLIX CETAX, MOKET
ObITh Hai“iﬂCHﬁ M HMCI10J1b30BaHa KeM YIrodHO, B TOM 4HHCIle [e 00s13aTe/IbHO ¢ Ona-
'MMHA HAMEPCHHAMH.

OcHoBHbIe COBETHI 110 0€30MaCHOCTH B COLMAILHBIX CETAX:

. Orpannub cniucok apysei. Y 1ebds B Jpy3bax HE A0KHO ObITh Clydak-
HBIX W HE3HAKOMBIX JIIOJICH;

2. 3amMuiai cBOKO YacTHYIO *Hu3Hb, He ykaspiBaid napoiu, rejiedousl, ajipe-
ca, JlaTy TBOEIO POMKICHHS W JPYrylo JIM4HYI0 HH(OPMALKIO. 3JI0YMBIILIICHHHKH
MOTYT MCIIOJIB30BATh Jiaxe MH(OPMALIHIO O TOM, KaK Thl U TBOH POJIMTEIH IUIaHH-
pyeTe MpoBeCTH KaHUKYJIbI;

3. 3amuMiail cBOIO peryTauuio - JepKH ee B YMcToTe M 3ajasail cebe Bo-
npoc: Xorel Obl Thbl, YTOOLI APyrue IroJIb30BaTeNIM BUIEIH, YTO ThI 3arpyxaeilib?’
[Toymaii, npesxjie 4yem 4ro-1o oIy0IMKOBATh, HAIIMCATD U 3aIPY3HTh;



4. Ecnu 1hi I'OBOpHUIbL C JIIOJIBMU, KOTOPBIX HE 3HACIIb, HC MCIIOJIb3Yﬁ CBOC
peaqbHOE UM U JAPYTYIO JIMYHYI0 WH(QOPMALMK: UMS, MECTO AKHTEIbCTBA, MECTO
yueObl 1 1pouee;

5. MU3beraii pasmeienus gpororpaduit B Murepuere, riae tol n3o0paxkeH Ha
MECTHOCTH, 10 KOTOPOH MOXKHO OIIPEIE/IHThL TBOE MECTOIOIOKEHHE;

6. Ilpu perucTpanuu B COLMAILHON CETH HEODXOIUMO MCIIOJIL30BaTh C/IOK-
HBIE TAPOJIH, COCTOALLIHE H3 OYKB W LIM(P U ¢ KOJIHYECTBOM 3HAKOB He MeHee 8;

7. JIns coumanbHOM CeTH, 1OYThl M JIPYIHX CalTOB HEOOXOAHMO HCIIO/Ib30-
BaTh pasHble 1apoJid. Torja ecin 1eds B3JIOMAIOT, TO 3JIOYMbINUIEHHHKH [10J1y4aT
JI0CTYII TOJIbKO K OJIHOMY MECTY, @ He BO BCE cpasy.

DNeKTPOHHBIE IeHbI'!

DIEKTPOHHBIE JIEHLIH - 9TO OYeHb YA00HLIH criocol ruarexei, 0JHaKko cy-
LIECTBYIOT MOLICHHUKH, KOTOPBIE XOTAT HOJIYUYHUTh ITH JACHBI U,

DJICKTPOHHBIC ICHbIM HOSBHIMCH COBCEM HEIABHO M MMCHHO M3-3a 9TOI0 BO
MHOTHX I'OCy/1apCTBax JI0 CHX 110p HE [POITHCAHO PO HHUX B 3aKOHAX.

B Poccuu ke oHM GyHKIIMOHUPYIOT M O HUX YK€ IPOIUCAHO B 3aKOHE, IJ1e
HX pasiessioT Ha HECKOJIBKO BHJIOB - aHOHHMHBIE M HE aHOHMMHbIe. PasHuua B
TOM, YTO aHOHMMHBIE - 9TO T€, B KOTOPLIX paspeliaercs MpoBOAUTE onepanuu 0e3
HIECHTH(UKALMY NOJ630BaTE)st, @ B HEAHOHUMHBIX MACHTH(UKALMS 110J1b30BaATE1s
aBisercs 0043aTe/IbHOMN.

Taxxke cnesyeT pasinyarh J1eKTPOHHbIE (pUATHBIE JACHLIH (paBHBI rocyap-
CTBEHHBIM BallOTaM) M JJIEKTPOHHbIC HeduaTHbIE AEHbLI'W (HE paBHLI rocyjaap-
CTBEHHBIM BaJIOTaMm).

OcHogHble coBeThbl 110 6e3onacHoil pabote ¢ EKTPOHHBIMH JIEHLIAMM:

1. [TpuBsiaku K cuety MOOMIBHBIH TelnedoH. D10 camblid ya00HBIH K ObICT-
pbIif c11oco0 BOCCTAHOBHUTH AOCTYN K cdery. [IpuBsizanubiil TenedoH nomoxer, ec-
au 3a0yjiemib CBOM IUIATEXKHBIA 1Mapoib WM 3aiijlelib Ha CailT ¢ HEe3HAKOMOIo
yCTpOHCTBA;

2. Mcnones3yi ojHopa3oBble napoin. llocie nepexoja na ycHjIeHHyl0 aBTo-
pu3anuio Tede yxke He OyjleT yrpoKaTh ONACHOCTL KPaKH MIIM [IepexBata ILIaTex-
HOTO MapoJis;

3. Beibepu cnoxHblii naposab. llpectynmuukam Oyaer HE NpoCcTO yrajaarb
CJI0KHBIA naposb. Hajexnsie napoiiu - 310 napoiy, KOTopblie CojlepikKar He MeHee
8 3HAKOB M BKJIKOYAIOT B ceOst CTPOUYHBIC U NPONHCHbIE OYKBBL, 1IUDPbl U HECKOJIb-
KO CHMBOJIOB, TAKHE KaK 3HaK JoJulapa, (QyHTa, BOCKIMLATEIbHBIH 3HAK U T.IL
Hanpumep, $StROng!;;

4. He BBOIM CBOM JIMYHBIC JaHHBIC HA caliTax, KOTOPLIM HE JIOBEpsielllb.

DNEeKTPOHHAs [10YTa

DIEKTPOHHAS [10YTa - HTO TEXHOJIOI'HS W IPEJIOCTABIACMbBIC €10 YCIYIH 110
MepechbUIKE W MOJYYEHHIO 2IeKTPOHHLIX COODIEHHH, KOTOpPbIE pacipeelsitoTes B
KOMIILIOTEPHOH ceTH. OOBLIMHO JICKTPOHHLIH IOYTOBBIM SIUIMK BBIISIUT CIICTy-
IOUM 00pasoM: UM ToJib3oBaTens@umsa_jiomena. Takke kpome repeladyu npo-
CTOrO TEKCTA, UMEETCSl BOZMOXKHOCTS Nepe/laBarh (paiibl.

OcHoBHbIE COBETDBI 110 De3011acHO padoTe ¢ 2JIEKTPOHHOH 10YTO}H:



1. Hano BbuiOpaTh mnpaBuibHbli 104TOBBIA cepsBuc. B uHTEpHeTe ecTb
OrpoMHBIi BbIOOP OecruiaTHbIX MOYTOBBIX CEPBUCOB, O/IHAKO JIY4LIE J0BEPATE TEM,
KOI'0 3Haellb U KTO [ePBbIH B pEHTHHIE;

2. He ykasbiBail B IMYHOM noyte aU4HY10 MHpopmaiuio. Harpumep, jyuine
BbIOpaTh "My3bikanbHbli_(anar@" wim "pok2013" Bmecro "remal3";

3. Mcnons3yi JIBYXdTAlHYIO aBTOPHU3AlHIO. DTO KOIJla MOMUMO [aposs
HY’KHO BBOJIMTb KO/, NIpHCbLIaeMbiil o SMS;

4. BpiOepu cnoxHbIH naposib. s Kaka0ro no4roBoro suimMka J1oJuKen Obith
CBOM HaJIeXKHbIH, YCTORYHBLIA K B3/IOMY NAPOJib;

5. Ecin ectb BO3MOKHOCTL HAllMCaThb CAMOMY CBOH JIMUHBIA BOIIpOC, MC-
MOJIb3YH 3TY BO3MOKHOCTD;

6. Ucnonb3yil HeCKoJILKO noyToBbiX siuidkoB. [lepsblid s yactHOil nepe-
MUCKH € aapecaTtaMH, KOTOPbIM Thl JOBEpsCilb. DTO IEKTPOHHbINA aJpec He HAa/l0
MCIObL30BATh [MPU PErHCcTpaluu Ha opyMax M cairax;

7. He orkpeiBail ¢aitibl ¥ JApyrue BIOKEHHS B NHCLMAax, /lake ec/ii OHH
NPHIUTA OT TBOMX Jpy3eil. Jlydiie yTouHu y HHUX, OTIPABISIN JIH OHU Tede JTH
haiinbi;

8. Ilocne okonvanusi paboTbl HAa MOYTOBOM CEpPBHMCE I[E€pe/l 3aKpbITHEM
BKJIAJIKKA ¢ caliToM He 3a0y /b HaxaTh Ha "Boliftu".

KuOepOy LIMHT HIIH BUPTYAIbHOE W3JIeBaTe/IbCTBO

Kubepbynnuur - npecnegoBaiie cooOLEHUAMH, COAEpKallUMU OCKopOJIe-
HHSl, arpecculo, 3alyruBaHue; XyJIUraHCTBO; COUMaIbLHOe DOHKOTHPOBAHHE C T10-
MOILbIO Pa3JIMYHbIX HHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl 110 6opbde ¢ KubepOyIITHHIOM:

|. He Opocaiics B 60it. Jlyqumii criocod: nocoseroBarbes Kak cedsi BECTH H,
€C/IM HeT TOro, K KOMy MOKHO 00paTUThCs, TO BHA4Yale yCHOKOWTbCsA. Eciu Thl
Ha4HCIIbL OTBCHATDL DCKDPGHEI-IHHMH Ha OCKDPGHCI[HH, TO TOJILKO €le OoJiblLe
pa3okiKelllb KOH(IHKT;

2. ¥Ynpasnsi csoeit kubeppenyrauue;

3. AHOHMMHOCTb B ceTH MHUMas. CylecTBYIOT ClocoObl BBIACHHTb, KTO

CTOHT 3a aHOHHUMHBIM AKKdYHTOM]
4. He ctouT BecTH Xynuranckui obOpas supryanbHoi sxusun. HMurepuer

GUKCHPYET BCe TBOM JCHCTBHS W coxpaHser ux. Yaauurh ux Oyjer kpaine 3a-
TPYAHHUTEJILHO,

5. Cobuoaii ¢BOIO BUPTYAJILHYIO YECTh CMOJIOAY:

6. UrHopupyil eauHu4HbIi HeraTuB. O1HOpa30Bble OCKOPOUTEIbHBIE CO00-
LeHust Jiydile uraopupoBatb. OObIYHO arpeccus npekpailaercs Ha HavajlbHOM
CTaJHH;

7. ban arpeccopa. B nporpammax oOmMeHa MIHOBEHHBIMH COOOLIEHHAMM, B
COLMA/ILHBIX CETAX €CTh BO3MOKHOCTL OJIOKMPOBKH OTIIPABKH COOOLIEHHH ¢ orpe-
JIeJICHHBIX a/IpecoB;

8. Ecin To1 cBuyterens kubepOyiuinnra. TBou AeicTBUA: BLICTYIIUTDL IIPOTHB
npecienaoBaTesis, MoKa3arh eMy, YT0 ero JAeHCTBUs OLCHHBAIOTCH HEraTUBHO, [10/1-
JepKaTh KEepTBY, KOTOPOH HY’KHA MCHXOJIOIHYECKas MOMOLLb, COOOIUTh B3pOC-
JIBIM O (paKTe arpecCHMBHOIO MOBEACHHS B CETH.



Mobunbnblii Tenedon

CospemenHbIe cMapT(OHBI M IUIAHILETHI COJEPKaT B cede BIOJIHE B3POCIbIii
(GyHKIHOHAN, W TENepb OHU MOI'YT KOHKYPUPOBATL CO CTALMOHAPHBIMH KOMIIBIO-
Tepamu. OJIHAKO, CPe/ICTB 3alMThl /Ul 10100HBIX YCTPOHCTB [10KA OYCHBL MA.IO.
TecrupoBanue ¥ Nouck ys3BUMOCTE B HUX HPOUCXOAUT HE TAK MHTEHCHBHO, KaK
i 11K, To ke camoe kacaercs 1 MOOMIIBHBIX NIPUIIOKCHUA.

Cospemennbie MOOUIILHbIE Gpay3epbl y/Ke MPAKTHUYECKH JOTHAIM HACTOJIb-
HbI€ aHajory, OJHAKO pacllMpeHue (QyHKUMOHAIA Biedyer 3a co0oil 00blIyIO
CJIOJKHOCTb M MEHBINYIO 3aLUUIEHHOCTb.

Jlasieko He BCe NPOU3BOAMTENM BblIYCKAKOT OOHOBJICHMS, 3aKpbLIBalOLIME
KPUTHYECKHUE YSI3BUMOCTH JIISi CBOMX YCTPOMCTB.

Ocnosupie coBeTsl JUIs He301acHOCTH MOOUILHOIO Teiedona:

Hudero e sBasiercs no-nacrosiuiemy OecruiatHbiM. by/ib octoposken, Be/ib
Korja tebe npeanaraioT OecriaTHeI KOHTEHT, B HeM MOTYT ObITh CKpBIThHI KaKHe-
TO IUIATHBIE YCIIYI'H;

Hymaii, npexgie 4em ornpasuts SMS, goro win Buaeo. Tl TOYHO 3HACLID,
rae oHu Oy/1yT B KOHEYHOM HTore?

Heo6x01uM0 00HOBIISITL OHEPALIMOHHYIO CHCTEMY TBORTO cMapTdoHa;

HMcnonp3yi aHTUBUPYCHBIE [IPOIPAMMBI JUISE MOOMIIbHBIX Te1e(POHOB;

He 3arpyxaii mpuiIoKeHHs OT HEH3BECTHOI'O MCTOYHMKA, BE/b OHW MOIYT
coJlepKaTh BPEJIOHOCHOE [IporpaMMHoe obecrieyenue;

ITocne Toro kak Thl BbIf/ELIb C caiTa, 1€ BBOAMI JIMYHYIO HH(pOpMALKUIO,
3ai/in B HacTpoiku Opay3epa u ynanu cookies;

Ilepuoaunyecku nposepsii, Kakue [JaTHbIE YCIYI'H aKTHBUPOBAHbLl HA TBOEM
HoMepe;

JlaBaii cBoil nomep MOOMILHOIO TeledOHA TONBLKO JIIOJM, KOTOPLIX Thbl
3Haellb H KOMY JIOBepselllb;

Bluetooth gosken ObITh BBIKIKOYEH, KOIJIA Thl HM HE nojib3yewbses. He 3a-
ObIBaii MHOT/1a IPOBEPATH ITO.

Online urpsl

CoBpeMeHHbI€ OHJIAHH-UIPBLI - 9TO KpacO4HbIC, 3aXBaThIBAIOIIME pa3Biicye-
HHS, OOBEIHHSIONUIHEe COTHH TLICHY YesoBeK 1o Bcemy mupy. Mrpoku uccnenyror
NaHHBIH UM MHp, OOLIAIOTCS APYr € APYIOM, BbIIOJHSIOT 3a/laHus, CpaKaloTcs ¢
MOHCTPAMH M IOJIyHalOT ONbIT. 3@ Y/OBOJLCTBUE OHM ILIATST: HOKYHIAIOT JIMCK,
OIUIaYMBAIOT ADOHEMEHT HIIM IPHOOPETAOT KAKHE-TO OIILHH.

Bcee a1TH cpejcTBa MJIyT Ha NOJJIEPKaHHE H PasBUTHE UIPbl, 4 TAKKE HA caMy
6e30MacHOCTh: COBEPLICHCTBYIOTCSH CHCTEMbl ABTOPU3AlIMM, BBIITYCKAIOTCS HOBLIE
natyy (LMQpoBbIE 3AIUIATKH JUIS [IPOIPAMM ), 3aKPbIBAIOTCH YSA3BUMOCTH CEPBEPOB.

B nmomoGHBIX MIpax CTOMT ONacarbCsi HE CTOJILKO CBOMX COMNCPHUKOB,
CKOJIbKO KpaXXH TBOEro MapoJjs, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOpPHU3alMH
OOJBIIHHCTBA UID.

OcHOBHBIE COBETHI 110 0€3011aCHOCTH TBOEI'0 UI'POBOI0 AKKAyHTA:

1. Ecinm apyroit urpok sezier ceds m1oxo UK co3jaer tebe HelpUsTHOCTH,
3a0/10KHPYi €ro B CIIMCKE UIPOKOB;



2. IMoxanyiicst aIMMHHCTPATOPAM MUIPBl HA IUI0XO0€ [OBEJIEHHE ITOrO UIPO-
Ka, JKeJ1aTe/IbHO MMPUJIOKHUTE KaKHe-TO JJ0Ka3aTelIbCTBa B BUJIE CKPHHOB;

3. He ykaseiBaii J1nunyio nupopmainio B npodaiiie Hrpoi;

4. YBaxaii Ipyrux y4aCTHHKOB [10 UI'pe;

5. He ycranaBinuBail HeOQUIHAIBHBIE [1ATYH U MOJLbL;

6. Ucrionb3yii cloKHbBIE H pasHbIe 1apOJIH;

7. Jlaxe BO BpeMs MI'PbI HE CTOMT OTKIIOYaTh aHTMBUpYC. [Toka Thl urpa-
elllb, TBOI KOMIIBKOTEP MOIYT 3apa3uTh.

MUIIKHT WM KPaXKa JIHYHbIX JaHHBIX

OO0BI4HOM Kpa}ﬁ'eﬁ JACHCT U JOKYMCHTOB CCI'OJIHA YiKC HUKOI'O HC YJ/IMBHIlDb,
HO C PasBHTHEM HHTCPHET-TEXHOJIOIMH 3/10YMBILUICHHHKH [1EPEMECTHINCh B HH-
TEepPHEeT, U NPOA0JLKAIOT 3aHUMATBCS "JIIOOMMBIM" JI€JIOM.

Tak nosBuiack HOBAfg yrpo3a: MHTEPHET-MOUICHHHYECTBA MM (UILKHL,
ri1aBHas Le/Ib KOTOPOro COCTOUT B MOIYYEHHUH KOH(HICHIIMAIBHbIX JIAHHBIX M0J1b-
30Baresiel - JIOrHHOB M naposiei. Ha aurnuickoMm sizbike phishing unrtaercs kak
¢uwuHr (ot fishing - peiGHas jois, password - napolis).

OcHoBHbIe coBeTsl 110 DopLde ¢ QumuHrom:

I. Cnenu 3a ¢cBOMM akkayHTOM. Ecim Tbl 110/103peBaciib, YTO TBOS aHKETa
Obli1a B3JI0MaHa, TO HeoOX0AuMMO 3a0JI0KHPOBATh ¢ U COODLMThL aAMUHHCTPATO-
pam pecypca 00 3ToM KaK MOXKHO CKopee;

2. Ucnoub3yii Oe3onacublie BeO-caiiThl, B TOM YHCIE, HHTEPHET-MAarasHHOB U
MOMCKOBBIX CHCTEM;

3. HMcrnonb3yi cinoxubie M pasnble napoiu. Takum obOpasom, eciu Tebs
B3/I0MAlOT, TO 3J0YMBIIUICHHHKH [0JY4YaT J0CTYI TOJIBKO K OJHOMY TBOEMY [1PO-
Guio B ceTH, a HE KO BCEM;

4. Ecin Tebs B3/10ManH, TO HEOOXOAMMO IMPE/LYIPEHTh BCEX CBOUX 3HAKO-
MBIX, KOTOpbIE J00aBiieHbl Y T€Ds B JAPY3bsAX, O TOM, 4TO Teds B3jOMalIH M, BO3-
MOKHO, OT TBOEro UMEHH OyJIeT pacchulaTbCs CraM H CCHUIKM HA (DHUILMHIOBbLIE
CanThl;

5. YcranoBu HajnexHsbli naposs (PIN) na MoOuibHbBIA Tesedon:

6. OTKno4M coxpanerue napoJs B Opaysepe;

7. He orkpoiBail ¢aiiyibl ¥ Apyrue BJIOXKCHHA B MHCbMAax, JIa)ke €CIH OHH
MPHUILLIA OT TBOMX Apy3eit. Jlyduie yrounu y HMUX, OTHpasisuiv Jin oHu Tede i
(hab.

[udposas peryranus

Iludposas penyranust - 9T0 HeraTHBHAS WM MO3UTHBHAA MHDOpMaUUs B
cetd o Tede. Komnpomerupyrowas uHpopMmalius, pazMellentas B MHTepHere, Mo-
JKeT cepbe3HbIM 00pa3om oTpasuTbes Ha TBoeH peaiibHOM xu3uu. "Llndposas pe-
nyTaius” - 9TO0 TBOH MMMIK, KOTOpbId (opmupyercst n3 unpopmaimu o tede B
MHTEPHETE.

TBoe MecTo JKHTeNbCTBa, yueObl, TBOE (PMHAHCOBOE [10JI0KEHUE, 0CODEHHO-
CTH XapakTepa U pacckasbl 0 OJIM3KHX - BCE 9TO HAKAIlJIMBACTCs B CETH.

MHorue nojipoOCTKH JIErKOMbICIICHHO OTHOCATCS K MyOJIMKALMK JTMYHONA MH-
topmaumuu B Murteprere, He NoHMMas BO3MOMKHbBIX nociueiacTsuit, Tol gaxe He



CMOJKeLIb J0razarscs 0 TOM, 410 Gororpadus, pasmelleHHas 5 jer Hazaj, crajia
HPHYMHON OTKa3a NpUHATHL TeOs Ha pabdoty.

Kommenrapuu, pasmenienie TBoux Gororpaduii u Jpyrue AeHCTBHS MOTYT
HE MCYE3HYTh JaXe I[10C/Ie TOro, Kak Thl MX Yjaluuib, Thl He 3Haeub, KT0 coxpa-
HHUJI 9Ty MH(OpMALMIO, 110114J1a JIM OHA B HOMCKOBBIC CUCTEMbI M COXPAHHUIIACH JIH
OHa, a IJIaBHOE: 4TO NoJAymaioT o Tede OKpyKalollue JIIOA1, KOTOPbIe HAWIYT M
yBuiT 310. Halith nadopmaimio MHOro JieT crycTsi cMoxkeT 1o00ii - kak U3 j100-
pbIX [00YXKAEHUH, TAK U C HAMEPEHUEM [IPUYHHHTEL Bped. DTO MOKeT ObIThb KTO
YI'OJIHO.

OcHOBHBIE COBETHI 110 3aliMTe M(POBON peryTaluu:

1. Ilogymaii, npexie 4yem 4To-TO NYOJIMKOBATL U niepeiasarsh y ceds B Onore
MJIM B COLIMAJIBHOM CeTH;

2. B nactpoiikax npoguisi yCTAHOBH OIPAaHHYECHHMS HA MPOCMOTP TBOETO
MpoHIs U ero CoAepKHUMOro, cjeai ero Tosbko " apyseit’;

3. He pasmelnaii u He ykasbiBail uHpOpMAIIHMIO, KOTOpas MOXET KOro-inbo
OCKOpOISITL MK O0HIKATD.

ABTOpPCKOE 11paBo

CoBpeMeHHbBIE WIKOJIBHUKA - AKTUBHBIC I10Jb30BATE/IH LUPPOBOIo Mpo-
crpatcTBa. OHAKO JaJIeKO HE BCE 3HAIOT, YTO 110JIb30BAHWE MHOIMMU BO3IMONKHO-
criMi 1iupoBoro mupa Tpedyer coblirojeHus paB Ha MHTE/LUIEKTYalbHYIO c00-
CTBEHHOCTb.

TepmuH "HHTEILIEKTYAILHAS COOCTBEHHOCTE" OTHOCHTCS K Pa3jIM4HBIM TBO-
PEHUAM YEJIOBEYECKOIo yma, Ha4MHas ¢ HOBBIX M300pereHui M 3HaKOB, 0003HA-
YAKOLMX COOCTBEHHOCTh HA NPOAYKTBI M YCIYI'M, M 3aKaH4uBas KHUIramu, (Qoro-
I'paEbHHMM, KHHO(bHJIbM'dMH H MY3bIKAJIbHBIMH HHPOH3BCICHHUAMH.

ABTOpCKHE MpaBa - 3TO MpaBa HA MHTE/UIEKTYalbHYIO COOCTBEHHOCTb Ha
MPOU3BEICHUA HAYKH, JIMTEPATypbl H UCKyCcCTBA. ABTOPCKHE [1paBa BLICTYNAIOT B
Ka4yecTBe rapaHTHH TOr0, YTO HHTEIICKTYaJILHBIH/TBOPYECKUI TPy aBTopa He Oy-
JIeT HarpacHbIM, JIaCT eMy ClipaBe/UIMBbie BO3MOXKHOCTH 3apadorarh Ha pe3ylibTa-
Tax CBOEro TpyJa, MOJYYHTh M3BECTHOCTL M npu3nanue. Hukro 6e3 paspelenus
aBTOpa HE MOXKET BOCIIPOM3BO/UTL €ro NPOMU3BE/eHHUE, paACIIPOCTPaHsTL, 1y0any-
HO ACMOHCTPHPOBaTh, 11po/JaBarb, HMIIOPTHPOBATL, HIYCKATh B HIPOKAT, II}'GJIH"HIU
MCIIOJIHSATD, [TOKA3bIBATL/MCIIONHATE B dhupe Win pasmewars B Murepuere.

Hcnonb3osanue "nuparckoro” mporpaMmMHoOro odecrnedyeHus MoKeT NpuBe-
CTH K MHOI'MM PHCKaM: OT MOTEPH JIAHHBIX K TBOMM AKKayHTaMm JI0 OJOKMPOBKH
TBOEI0 yCTpOMCTBA, I/le yCTaHOBJieHa HelerajibHas nporpamma. He crout takxke
BQGBIBSTB, HTO CYLUECTBYHOT lJlerallbHbIC H decrulaTHbie HpOorpaMmsbl, KOTOPLIC
MOKHO HAHTH B CCTH.

O nopraine

CereBHYOK.p( - TBOH [VIABHBIA COBETYMK B CETH. 3/1€Ch Thl MOXKEIIL Y3HATD
0 0e30MacHOCTH B CeTH MOHATHLIM M JOCTYITHBIM A3bIKOM, d [IPH BO3HUKHOBCHHH
KPUTHYECKOH CHTyaluu o0paruThCs 3a COBETOM. A TAaKXKe IIPUHATH y4acTHe B
KOHKYpCax M CTaTh CaMbIM [IH(POBBIM I'PAKIAHHHOM!



