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OaHHbIX Npy nx 0bpaboTke B MHPOPMALMOHHBLIX
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3apeructpupoBaHo B MuHiocte Poccun 14 masa 2013 r. N 28375

OEOEPAINbHAA CITYXXBA NO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOIIO

NMPUKA3
ot 18 cheBpansa 2013 r. N 21

OB YTBEPXOEHUN COCTABA U COOEPXAHUA
OPFAHU3ALUMNOHHbIX N TEXHUWYECKUX MEP MO OBECMNEYEHUIO
BE3O0MNMACHOCTU NEPCOHAJIbHbIX OAHHBLIX NPU NX OBPABOTKE
B NH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

Cnmncok n3MeHsLWnx JOKYMEHTOB
(B pea. Npukaza PCTOK Poccun ot 23.03.2017 N 49)

B cootBetcTBUM C 4acTbio 4 cTtatbh 19 degepanbHoro 3akoHa oT 27 wona 2006 r. N 152-¢3 "O
nepcoHanbHbIX AaHHbIX" (CobpaHne 3akoHodaTtenbcTBa Poccuickon ®epepaumm, 2006, N 31, cT. 3451; 2009, N
48, cT. 5716; N 52, cT. 6439; 2010, N 27, cT. 3407; N 31, cT. 4173, cT. 4196; N 49, cT. 6409; 2011, N 23, cT. 3263;
N 31, ct. 4701) n TlonoxenHnem o ®degepanbHoOM cnyxbe MO TEXHUYECKOMY W IKCMOPTHOMY KOHTPOIIO,
yTBepXaeHHbIM Yka3zoM [lpesvgeHTta Poccuiickon ®egepauum ot 16 aerycta 2004 r. N 1085 (CobGpaHue
3akoHogaTtenbcTBa Poccunckon deagepaumun, 2004, N 34, ct. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N
47, c1. 5431; 2012, N 7, cT. 818), npukasbiBato:

1. YTBepautb npunaraemble CocTaB u cogepXaHme opraHn3aLMoHHbIX U TEXHUYECKNX Mep Mo obecneyeHunto
6e3onacHOCTM NepcoHarnbHbIX aHHbIX NPy ux 06paboTke B MHAPOPMAaLMOHHBLIX CUCTEMAX NEPCOHarbHbIX AaHHbIX.

2. MpusHatb yTpatuBwmm cuny npukad ®CTIK Poccumn ot 5 despansa 2010 r. N 58 "O6 ytBepxgeHuu
MonoxeHns o MeTogax n cnocobax 3almTbl MHOPMaL MK B MHPOPMAaLIMOHHBLIX CUCTEMAX NepCoHanbHbIX AaHHbIX"
(3aperunctpuposaH MuHioctom Poccun 19 cespansa 2010 r., pernctpaumnoHHsin N 16456).

Ounpektop

depepanbHoi cnyXbbl N0 TEXHNYECKOMY
N 9KCMOPTHOMY KOHTPOSHO

B.CEJIVH

YTBEpXKOEHbI
npukasom ®CTIK Poccun
oT 18 cpeBpana 2013 r. N 21

COCTAB U COOEPXXAHUE
OPIAHU3ALUOHHbBIX N TEXHUYECKUX MEP NO OBECIMEYEHUIO
BE30MACHOCTU NEPCOHANbHbIX OAAHHbLIX MPU UX OBPABOTKE
B NH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX OAHHbIX

Cnncok n3aMeHsIILLNX JOKYMEHTOB
(8 pea. MNpukaza PCTIK Poccum ot 23.03.2017 N 49)

|. O6bwue nonoxeHus

1. HacTtosawmn ookymeHT pas3paboTaH B COOTBETCTBUM C YacTbto 4 cTtatbmn 19 degepanbHOro 3akoHa ot 27
mionsa 2006 r. N 152-03 "O nepcoHanbHbiX AaHHbIX" (CobpaHne 3akoHopaTtenbcTBa Poccuickon Pepepaumu,
2006, N 31, cr. 3451; 2009, N 48, c1. 5716; N 52, cT. 6439; 2010, N 27, c1. 3407; N 31, cT. 4173, cT. 4196; N 49,
cT. 6409; 2011, N 23, cTt. 3263; N 31, c1. 4701) n ycTtaHaBnuBaeT COCTaB M cogepXaHue OpraHM3aumMOHHbIX U
TEXHUYECKNX Mep no obecneyeHnto 6e30nacHOCTU NepPCoHanbHbIX AaHHbIX NPy MX 0BpaboTke B MHAPOPMALIMOHHBIX
cMcTeMax nepcoHarnbHbIX AaHHbIX (fanee - Mepbl No obecnedyeHno 6e30nacHOCTN NepcoHanbHbIX AaHHbIX) Ans
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Ka)xgoro M3 YpOBHEW 3alUMLLEHHOCTM MepCcoHalnbHbIX AaHHbIX, YCTaHOBMNEHHbIX B TpeboBaHWaX K 3awure
nepcoHarnbHbIX AaHHbIX NPU MX 00paboTke B MHAOPMALMOHHBLIX CUCTEMAX NEPCOHANbHbLIX AAHHBLIX, YTBEPXAEHHbIX
noctaHoBneHnem [paButenbctBa Poccuiickon ®epepauum ot 1 Hosipa 2012 r. N 1119 (CobpaHue
3akoHogaTtenbcTBa Poccunckon ®Pegepaumm, 2012, N 45, c1. 6257).

Mepbl no obecneyeHnto 6€30MacHOCTU NEPCOHArNbHbIX AaHHbIX MPUHUMAKOTCS ANs 3alMTbl NePCOHarnbHbIX
OaHHbIX OT HEeNpaBOMEPHOIO WIN CIyYaWHOro [A0CTyna K HWM, YHUYTOXEHMWS, W3MEHeHUus, OGnoKMpoBaHus,
KONUpPOBaHWs, NpeoCTaBfeHnsl, pacnpoCTpaHeHNs NepCcoHarbHbIX AaHHbIX, @ TakkKe OT UHbIX HenpaBOMEpPHbIX
OEenCTBMI B OTHOLLEHUM NEPCOHAsbHbIX AaHHbIX.

B HacTosileM [OKyMeHTe He paccmaTpuBaloTCs BOMPOChl obecneyeHnss 6e30nMacHOCTM MepcoHarnbHbIX
OaHHbIX, OTHECEHHbIX B YCTAHOBIIEHHOM MOPSAAKEe K CBEAEHUSAM, COCTaBMAOWMM rocyaapCTBEHHYIO TaviHy, a Takke
Mepbl, CBA3aHHbIE C MPUMEHEHMEM LWMdPOBarnbHbIX (KpunTorpaduyecknx) CpeacTs 3aWwmnTbl MHGOPMaLIUK.

2. besonacHOCTb MepcoHarnbHbIX AaHHbIX Npu nx obpaboTke B MHPOPMALMOHHON CUCTEME MEPCOHAarbHbIX
AaHHbIX (Oanee - HOpMaLMOHHasa cucTema) obecnevmBaeT oneparTop UnM nuuo, ocyllecTersiolee oo6paboTKy
nepcoHanbHbIX daHHbIX MO MOPYYEeHUIO onepatopa B COOTBETCTBMM C 3akoHoZaTenbCTBOM Poccuickon
degepauum.

Onsa BbinonHeHus paboT no obecneyeHnto 6e30nMacHOCTM MepcoHasnbHbIX AaHHbIX MpU Ux obpaboTke B
MHGOPMAaLIMOHHOM CUCTEME B COOTBETCTBMM C 3aKoHoZaTenscTBOM Poccuickon ®egepauum MoryT npuBnekaTbcst
Ha [JOrOBOPHON OCHOBE HOPUAMYECKOE NMULO WU MHOUBMAYalbHBIN NpeanpuHUMaTesb, UMEKLWMe NULEH3NI0 Ha
OEeATEeNbHOCTb NO TEXHNYECKOW 3alLmTe KOHbmaeHUManbHOM nHopmaunm.

3. Mepbl no ob6ecneyeHnto 6e30MacHOCTU NEPCOHAarNbHbIX AaHHbIX Peanu3ylTcs B paMKax CUCTEMbI 3aLUUThI
nepcoHanbHbIX AaHHbIX, CO34aBaeMon B COOTBETCTBUM C TpeboBaHNSMM K 3alLmMTe NepcoHarnbHbIX AaHHBLIX NPU X
obpaboTke B MH(OPMAUMOHHBIX CUCTEMAax MEepPCOHarnbHbIX AaHHbIX, YTBEPXAEHHbIMW MNOCTaAHOBMIEHMEM
MpaButenbctBa Poccuinckon depepaumm oT 1 Hos6pa 2012 r. N 1119, u pomkHbl GbiTb HanpaeneHbl Ha
HerTpanusauuio akTyanbHbIX Yrpo3 6e30nacHOCTM NepcoHanbHbIX AaHHbIX.

4. Mepbl no obecneveHnto 6e3onacHOCTN NepCcoHarbHbIX JaHHbLIX peanu3yrTca B TOM YMcine NocpeacTBoM
NPUMEHEHNs B WMHMOPMALMOHHOMW CUCTEMEe CpeacTB 3awuTbl MHGOpMauuw, npolenwmx B YCTaHOBMEHHOM
nopsifike npoueaypy OUEHKM COOTBETCTBMS, B Clydvasx, Korga nNpUMeHeHue Takux CPeacTB Heobxooumo Ans
HenTpanusaumm akTyanbHbIX yrpo3 6€30nacHOCT NePCOHarnbHbIX AaHHbIX.

KoHcynbTaHTlntoc: npumedaHue.
HymepaLumsa nyHKTOB AaHa B COOTBETCTBUM C opuLManbHbIM TEKCTOM JOKYMEHTa.

6. OueHka 3a(pPHEKTUBHOCTU peanu3oBaHHbIX B pamMKax CUCTEMbI 3aLUMTbl NEPCOHanbHbIX OAHHbLIX Mep Mo
obecneyeHnio 6Ge3onacHOCTM MNEepCOoHanbHbIX AaHHbIX MPOBOAMTCA OMepaTtopoM CamMOCTOATENbHO WM C
NpMBNEYEHNEM Ha OOrOBOPHOW OCHOBE HOPUANYECKUX NUL, U MHOMBMAYaNbHbIX MpeanpuHumaTenen, MMEeroLmX
NUUEH3NI0 Ha OCYyLIECTBNEHNE AEeATENbHOCTU MO TEXHWYECKOM 3alumMTe KOoHuAeHUMansHon uHdopmaummn.
YKasaHHas oLeHKa NpoBOAUTCH He pexe ogHOoro pasa B 3 roga.

7. Mepbl no obecneyeHuto 6e30NacHOCTM NepCcoHarnbHbIX AaHHbLIX NpU X 0BpaboTke B rocygapCTBEHHbIX
MHOPMALMOHHBIX CUCTEMax MPUHUMAIOTCS B COOTBETCTBMM C TpeboBaHUsSIMM O 3awmte MHopMauuu,
cofepxallencss B rocygapCTBEHHbIX WH(OPMAaLMOHHBLIX cucTtemax, yctaHasnueaembiMn GCTOK Poccuu B
npegenax cBOMX MNOMTHOMOYUIN B COOTBETCTBMM C YacTbio 5 ctatbn 16 ®enepansHoro 3akoHa ot 27 utons 2006 r. N
149-®3 "O6 wHdopMauMn, WHGPOPMALMOHHBIX TEXHOMOMMAX W 0 3awmte uHdopmaumun” (Cobpanue
3akoHogaTtenbcTBa Poccuinckon ®epepaunn, 2006, N 31, c1. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N
30, c1. 4600; 2012, N 31, cT. 4328).

II. CocTaB u cogepxxaHue mep no obecneyenunto 6esonacHoCTn
nepcoHarnbHbIX AaHHbIX

8. B coctaB mep no obecneveHnto 6€30nacHOCTM NEPCOHAnbHbIX OAHHbIX, peanu3yeMbiX B pamKkax CUCTEMbI
3alWWTbl MEepCoHarnbHbIX AaHHbIX C Y4eTOM akTyalbHbIX Yrpo3 ©6e30nacHOCTM NepCcoHanbHbIX OaHHbIX U
NpUMeEHSIEMbIX MH(POPMALIMOHHBIX TEXHONOMMIN, BXOAAT:

naeHTudrkaums n ayteHTudmkaums cybbektoB 4OCTyna n 06bEKTOB JOCTYNa;

ynpaBsrieHne AOCTYNnoM CyObeKToB JoCTyna k o6bekTaM JOCTyna;

orpaHuyeHue NporpaMMHoON Cpeabl;

3awmTa  MalUWHHBIX HOcuTernen WHdopmaumu, Ha KOTOpbIX XpaHATca u  (unu) obpabaTtbiBatoTcs
nepcoHanbHble JaHHbIE (Janee - MalWHHbIE HOCUTENW NEePCOHanbHbIX 4aHHbIX);

peructpauus cobbiTuin 6e3onacHoCTy;
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aHTVBUPYCHas 3aLwmnTa;
o6HapyXeHue (NpeaoTBpaLleHNE) BTOPXKEHNI;

KOHTPOIb (aHanu3) 3awneHHOCTU NEPCOHAaNbHbIX AaHHbIX;

obecneyeHve LenoCcTHOCTUN NMHPOPMALIMOHHON CUCTEMbI Y NEPCOHATBHBLIX OAHHbIX;

obecneyeHre JOCTYNHOCTU NEPCOHANBHbBIX AaHHBIX;

3alimTa cpeabl BUpTyanusaumu;

3alumTa TEXHUYECKUX CPEACTB;

3awmTa MHPOPMAaLIMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBA3UN 1 Nepedadn aHHbIX;

BbISIBNIEHNE MHUMAEHTOB (OOHOr0 COOLITUSA MM rpynnbl COObLITUI), KOTOPblE MOTYT NMPUBECTU K COOSM Mnn
HapyLweHWio PYHKLUOHUPOBaHUA MHAOPMAaLMOHHON cuctembl U (MnM) K BO3HUKHOBEHMIO Yrpo3 BesonacHocTu
nepcoHanbHbIX AaHHbIX (Janee - MHUMAEHTbI), U pearnpoBaHne Ha HUX;

ynpaBneHue KoHurypaumen HHOOPMaLMOHHON CUCTEMBI Y CUCTEMbI 3aLUMTLI NEPCOHANBHbBIX AaHHbIX.

CoctaB n cogepxaHune mep no obecneveHunto 6e30MacHOCTM MepcoHarnbHbIX AaHHbIX, HEOOXOAUMBIX AN
obecneyeHns Kaxgoro U3 YpPOBHEW 3alUULLEHHOCTU MepcoHarnbHbIX AaHHbIX, NPUBEOEHbl B MPUINOXEHUM K
HaCTOSALLEMY JAOKYMEHTY.

8.1. Mepbl no wmaeHTudpmkaumm n ayteHTudukaumm cybbekToB gocTyna u ob6beKkToB [OCTyna OOSMKHbI
obecneunBaTb npucBoeHne cybbekTam M oObekTaM [ocTyna YHWKaNbHOroO mnpusHaka (ungeHtudmkaropa),
CpaBHEHWe npeabsBnsdeMoro cybbektoM (0ObekToM) JocTyna uAaeHTUdUKaTopa C MEepeyHEM MPUCBOEHHbIX
nOeHTUMKaATOPOB, a Takke MNPOBEPKY NPUHAANEXHOCTU CyObekTy (0O0bekTy) gocTyna npeabsBIEHHOMO WM
naeHtTudpmkatopa (nogreepxgeHme NoAfMHHOCTY).

8.2. Mepbl MO ynpaBreHuo OOCTynoM cyObekToB gocTyna k obbekTam JocTyna AOMmKHbl obecneuvnBaTb
yrnpaBrneHne npaBamMm N MNPUBUIIENMSIMUM CyOBEKTOB AOCTyMa, pasrpaHuyeHne [ocTyna CyObekToB JocTyna K
obbektam [OOCTyma Ha OCHOBE COBOKYMHOCTU YCTAHOBMEHHbIX B WMH(POPMALMOHHOMW CUCTEME NpaBui
pasrpaHMyeHns JoCcTyna, a Takke obecneunBaTb KOHTPOIb 3a cobnogeHnem aTux npasun.

8.3. Mepbl no orpaHnM4eHuto NporpammMHon cpefbl AOMKHbI obecneynBaTb YCTAHOBKY M (MNK) 3anycK TONbKO
paspeLLeHHOro K UCMOMb30BaHUIO B MHAOPMALMOHHOW CUCTEME NPOrpamMMHOro obecnevyeHuss Mnu MCKNYaTb
BO3MOXHOCTb YCTaHOBKM W (MnM) 3anycka 3anpeLieHHOro K WCMorb30BaHUIO B WH(OpPMaUMOHHOW cucteme
nporpammHoro obecneyveHus.

8.4. Mepbl NoO 3alnTEe MAaLUMHHBIX HOCUTENEN MNepCcoHasnbHbIX AaHHbIX (cpeacTB 0b6paboTkm (XxpaHeHwus )
NMepcoHanbHbIX [AaHHbIX, CbEMHbIX MaLUMHHBIX HOCUTENEN MepCcoHanbHbIX AaHHbIX) OOMKHbI  UCKMAYaTb
BO3MOXHOCTb HECAHKLUOHMPOBAHHOIO AOCTYyNa K MalUMHHLIM HOCUTENAM M XPaHSALWMMCS Ha HUX NEepPCOHanbHbIM
OaHHbIM, a TaKke HeCaHKUMOHMPOBAHHOE WCMOMb30BaHME CBbEMHbIX MAaLUMHHBIX HOCUTENEN MepCcOHanbHbIX
OaHHbIX.

8.5. Mepbl No pernctpauumn cobbiTMiA Ge3onacHOCTU AOMMKHbI obecrneunBaTb cbOp, 3anUCb, XpaHeHue wu
3aWmTy MHdopMaLumn o cobbiTusax 6e3onacHOCT B MHHPOPMALIMOHHOW CUCTEME, a Takke BO3MOXXHOCTb NPOCMOTpa
1 aHanu3a uHgopMaLumn 0 TakMx CoOBbITUAX U pearpoBaHne Ha HUX.

8.6. Mepbl N0 aHTMBMPYCHONM 3awmTe OOMKHbI obecneymBaTe OOHapyXeHne B MHPOPMALMOHHON cucteme
KOMMbIOTEPHBLIX ~ nNporpamMM NGO MHOM  KOMMbLIOTEPHOM  MHopMaLuu, npegHasHadeHHoW AN
HEeCaHKLUMOHMPOBAHHOIO YHNUYTOXeHUS, BrnokuposaHus, Mmogudmrkaumm, KonupoBaHUs KOMMbIOTEPHOW MHopMaLun
NN HenTpanu3auum CpeacTB 3awWwmnTbl MHpOpMaUnUK, a Takke pearMpoBaHue Ha obHapyXeHue 3TUX NporpaMm u
WHpopmaumn.

8.7. Mepbl no obGHapyxeHWUo (NPedoTBpaLLeHno) BTOPXKEHWUA [AOMKHblI obecneynBaTe OGHapyXeHue
OENCTBUA B WH(OPMALMOHHOW CUCTEME, HanpaBfieHHbIX Ha HEeCaHKUMOHWPOBAHHbLIA AOCTYN K WHOpMmauuu,
cneumarnbHble BO3OENCTBUS HA MH(POPMALMOHHYO CUCTEMY U (MNM) NepcoHarnbHble AaHHbIE B LENnsx oObiBaHuS,
YHUUTOXEHUS, NCKaXXEHNsT 1 BNOKMPOBaHUSA OOCTyna K MepcoHarbHbIM JaHHBIM, @ Takke pearmpoBaHve Ha 3Tu
JencrTeus.

8.8. Mepbl NoO KOHTpPONK (aHanu3y) 3alULLEHHOCTM MNepCOoHanbHbIX AaHHbIX AOMKHbI obecnevvBaTb
KOHTPOSb YPOBHS 3aLUMLLEHHOCTU NEPCOHarbHbIX AaHHbIX, 06pabaTbiBaemMbliX B UHOPMALMOHHOW CUcTeMe, NyTem
NpOBEAEHUS CUCTEMATUYECKUX MEPOMPUATUA MO  aHanu3y 3aluWeHHOCT WHAOPMAUMOHHOW CUCTEMbI U
TECTUpPOBaHMIO paboTOCNOCOBHOCTN CUCTEMBI 3aLLMTBI NEPCOHANbHbLIX JAHHbIX.

8.9. Mepbl no obecneyeHnto LEeNOCTHOCTN UHOPMALMOHHOW CUCTEMBI U NEPCOHAaNbHbLIX AaHHbIX OOIMKHbI
obecneumBaTb OOHapyxeHMe (aKTOB HEeCaHKUMOHMPOBAHHOIO HapyLUeHWUs LEeNoCTHOCTM WMH(OPMAaLIMOHHOW
CUCTEMbI UK COAEpXalMXCA B HEW nepcoHarnbHbIX [AaHHbIX, a Takke BO3MOXHOCTb BOCCTAHOBMEHMWS
NMHOPMALIMOHHOW CUCTEMbI U COAEPXKALLMXCH B HEN MEePCOHanNbHbIX AaHHbIX.

8.10. Mepbl no obecrneyeHuto [OCTYNHOCTM MNEpPCOHamnbHbLIX [aHHbIX  AOMKHbI  obecneyvvBaTb
aBTOPU30BaHHLIA  JOCTYN MNoONnb3oBaTenen, WMEKLWMX npaBa Mo [OCTyny, K MepcoHanbHbIM [aHHbIM,
copepXawmmcss B MHAOPMALMOHHOW CUCTEME, B LUTATHOM pexuMme (YHKUMOHMPOBAHNS MHAOPMALIMOHHON
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CUCTEMBbI.

8.11. Mepbl no 3awmTe cpedbl BMPTyanu3auun LOSDKHbI UCKMOYaTb HECaHKUMOHUPOBAHHLIA [OCTYN K
nepcoHasnbHbIM OaHHbIM, 0bpabaTbiBaeMbiM B BUPTyaribHOW MHAPACTPYKTYPE, U K KOMMOHEHTaAM BUPTyarbHON
WMHPACTPYKTYpbl U (MNWN) BO3OEWCTBME HA HWX, B TOM YUCNe K CpPeACcTBaM YMpaBfeHUs BUPTyanbHOW
WMH(PACTPYKTYPOWN, MOHUTOPY BMPTYyarnbHbIX MaLlUUH (TMNEPBMU30PY), CUCTEME XPaAHEHUS AaHHbIX (BKMOYasi CUCTEMY
XpaHeHus obpa3oB BUPTYyanbHON MHAPACTPYKTYPbI), CETU Nepefayy OAaHHbBIX Yepes3 3NEeMEHTbI BUPTYaribHOW MIu
hm3myeckon MHQPaCTPYKTYpbl, FTOCTEBLIM OMEPaUMOHHBIM CUCTEMAM, BUPTYyarnbHbIM MalluMHaM (KOHTerHepam),
cucTeMe M CeTU pennvkauuv, TepMUHanbHbIM WM BUPTyalbHbIM YCTPOWCTBaM, a Takke CUCTEME pe3epBHOro
KOMUPOBaHWS 1 CO34aBaeMbIM €10 KOMUSIM.

8.12. Mepbl NO 3alWnTE TEXHUYECKUX CPEeAcCTB AOMKHblI MCKMYaTb HECAHKLUMOHMPOBAHHLIN [OCTYN K
CTaUMOHapPHbIM  TEXHWYECKUM  CpeAcTBaMm, obOpabaTtbiBalolwMM  NepcoHarbHble  OaHHble,  CPeAcTBam,
obecneunBaroWMM  (QYHKLMOHNPOBAHME MH(OPMALMOHHON cUCTEMbl (ganee - cpepctBa  obecneyeHus
(OYHKUMOHUPOBAHMS), U B MOMELLLEHMS, B KOTOPbIX OHM NMOCTOSIHHO PacMONOXKEHbI, 3aLUNTY TEXHUYECKUX CPeacTB OT
BHELHMX BO3L4ENCTBMI, a TakkKe 3aliMTy MNepCcoHanbHbIX OaHHbIX, NPeACTaBfEHHbIX B BUAE MH(OPMAaTUBHbIX
3NEKTPUYECKMX CUTHANOB U (pM3NYECKUX NONen.

8.13. Mepbl no 3awmte MHPOPMALMOHHOW CUCTEMbI, €€ CPeAcTB, CUCTEM CBA3N U nepedadn OaHHbIX
OOIMKHbI 0becneynBaTh 3aLLMTY NEPCOHanNbHbBIX AaHHbIX NPY B3aMMOAENCTBUM MHPOPMALIMOHHON CUCTEMBI UK ee
OTOESbHbIX CErMEHTOB C MHbIMW MH(OPMALNOHHBIMU CUCTEMaMM N MHPOPMALMOHHO-TENEKOMMYHMKALMOHHBIMU
CETAMWM MOCPEACTBOM MPUMEHEHUS apXUTEKTypbl WHAOPMALMOHHOW CUCTEMBI U  MPOEKTHbIX PELUEeHUN,
HanpaBneHHbIX Ha obecnevyeHne 6€30MacHOCTU NePCOHarbHbIX AaHHBbIX.

8.14. Mepbl NoO BLISBMEHWNIO MHUWOAEHTOB M pearmpoBaHMI0 Ha HUX OOIMKHbI obecneuynBatb OGHapyXeHue,
naeHTudmrKaumio, aHanus UHUMAEHTOB B MHAPOPMALMOHHON CUCTEME, @ TakkKe MPUHATAE Mep MO YCTPAHEHUIO U
npeaynpexgeHnio MHUMAEHTOB.

8.15. Mepbl no ynpaBneHuio KoHdurypaumern UHHOPMALMOHHOM CUCTEMbI W CUCTEMbl 3alUThI
nepcoHanbHbIX OaHHbIX AOMKHbl obecnevnBaTb ynpaBreHUe W3MEHEeHWsIMU KOHUrypaumm MHdopMaunoHHON
CUCTEMbl U CUCTEMbI 3alUMTbl MEPCOHANbHbIX AaHHbIX, aHanuM3 MNOTEHUMAaNbHOrO BO3OEWCTBUS MNaHUpyeMblX
N3MeHeHUn Ha obecnevyeHne 6e30NacHOCTM NEpPCoHAmnbHbLIX AaHHbIX, a Takke [OKYMEHTUPOBAHME 3JTUX
N3MEHEHUIA.

9. Bbibop mep no obecneyeHuto Ge3onacHOCTM MEPCOHANbHbIX AaHHbIX, Nognexawux peanvsauum B
MHOPMALIMOHHOM CUCTEME B paMKax CUCTEMbI 3aLLUThl NEPCOHANbHbIX AaHHbIX, BKIOYaET:

onpegeneHne 6aszoBoro Habopa Mep no obecneyeHuto ©Oe30MacHOCTU MNEepPCOHAnNbHbIX AaHHbIX OIS
YCTaHOBIEHHOIO YPOBHS 3aLLMLLEHHOCTU NEPCOHanNbHbIX JaHHbLIX B COOTBETCTBUM C 6a30BbIMM Habopamu Mep Mo
obecneyeHno 6€30MacHOCTU NePCOHarbHbIX AaHHbIX, MPUBEAEHHBIMY B MPUINOXEHMUN K HACTOSILLEMY OOKYMEHTY;

agantauuio 6aszoBoro Habopa mep no obecneveHuio 6e30MacHOCTU MepcoHarnbHbIX AaHHbIX C Y4ETOM
CTPYKTYPHO-(PYHKLMOHAMNbHbLIX XapakTepUCTUK WH(OPMAaLMOHHON CUCTEMbI, MH(OPMAaLMOHHBLIX TEXHOSOMNA,
0coBGeHHoCcTeNn PYHKLUMOHMPOBaHUS MHAOPMALIMOHHOM CUCTEMbI (B TOM 4ducre uUckntodeHne ns 6asoeoro Habopa
Mep, HernocpeaCcTBEHHO CBA3AHHbIX C  MHAPOPMALMOHHBIMU  TEXHOMOrMAMMW, HE  UCMOMb3yeMbiMW B
MHOPMALIMOHHOM CUCTEME, WU CTPYKTYPHO-PYHKLUMOHANbHBEIMU  XapakTePUCTMKAMW, He CBOWCTBEHHbLIMU
NHOPMALIMOHHON cucTeme);

yTOYUHEeHne apgantupoBaHHOro 6asoBoro Habopa mep no obecredeHuto Ge30MacHOCTU MePCOHAanbHbIX
OaHHbIX C Y4eTOM He BblOpaHHbLIX paHee Mep, MPUBEAEHHLIX B MPUIOXEHUW K HACTOALEMY [OOKYMEHTY, B
pesyrnbTate Yero onpeaensarTcs Mepbl No obecneveHnto 6e30NacHOCTM NepCOHarnbHbLIX AaHHbLIX, HanpaBeHHble
Ha HeWTpanusauuMl BCEX akTyamnbHbIX Yrpo3 ©6e30MacHOCTM NepCcoHamnbHbIX [AaHHbIX AN KOHKPETHOW
MHOPMALIMOHHON CUCTEMBI;

OOMOSTHEHME YTOYHEHHOrO ajanTupoBaHHoro 6asoBoro Habopa Mep no obecneyeHuto GesonacHOCTU
nepcoHarnbHbIX AaHHbIX Mepamn, obecnevymBaoLLMMN BbINONTHEHWE TPeOOBaHMI K 3auTe NepCcoHanbHbIX AaHHBbIX,
YCTaHOBMEHHBbIMW  MHLIMW HOPMaTuBHbIMW MpPaBOBbIMW aktamm B obnactm obecneveHnss 6esonacHOCTU
nepcoHanbHbIX AaHHbIX U 3almTbl MHCpopMauun.

10. lNpn HEBO3MOXHOCTM TEXHUYECKOM peanusaumm OTAeNbHbIX BbIOpaHHbIX Mep Nno obecneyeHuto
0©e30nNacHOCTU NepCoHarnbHbIX AaHHbIX, @ Takke C Y4eTOM SKOHOMMYECKOW LiernecoobpasHOoCTM Ha JTanax
agantauum 6GasoBoro Habopa Mep M (MNKM) YTOYHEHWs agjanTupoBaHHoOro 6asoBoro Habopa mep MoryT
pa3pabaTtbiBaTbCs WHble (KOMMEHCUPYOLME) Mepbl, HamnpaBfeHHble Ha HeWTpanu3auuio akTyasrbHbIX Yrpo3s
6e3onacHOCTV NepcoHarnbHbIX OaHHbIX.

B atom cnyyae B xope pa3paboTkuM CUCTEMbI 3alMTbl MEPCOHarNbHbLIX AaHHbIX AOMKHO ObiTb MPOBELAEHO
0060CHOBaHMe NPUMEHEHNST KOMMEHCUPYIOLLMX Mep Ans obecnevyeHns 6e30MacHOCTU NePCOHANbHbLIX AAHHbIX.

11. B cny4yae onpegenexHys B COOTBETCTBUM C TpeboBaHUSIMM K 3aLLmTe NepcoHarnbHbIX Npu nx obpaboTke B
MHOPMALIMOHHBIX CUCTEMAxX MEepPCOHANbHbIX [AaHHbIX, YTBEPXOEHHbIMW nocTaHoBneHvem [paBuTenbcTBa
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Poccuiickon ®epepaumm ot 1 HosA6pa 2012 r. N 1119, B KadecTBe akTyanbHblX Yrpo3 ©Oe3onacHocTu
nepcoHanbHblX AaHHbIX 1-r0 U 2-ro TUMNOB AOMONHWUTENBbHO K Mepam no obecneyeHuio 6e3onacHocTu
nepcoHanbHbIX AaHHbIX, YKa3aHHbIM B NMYHKTE 8 HACTOSALLEro JOKYMEHTa, MOTYT NPUMEHATLCA criegylolme Mepbl:

npoBepka CUCTEMHOro M (UnNu) NPUKNagHoOro NporpaMMmHoro obecneyeHuns, BKOYas NPOrpaMMHbIN KOA, Ha
OTCYTCTBME HeAeKNapupoBaHHbIX BO3MOXHOCTEN C MCMNOfb30BaHMEM aBTOMATU3MPOBaHHbIX CpeacTB u (unu) 6es
NCMONb30BaHWSA TaKOBbIX;

TecTupoBaHue NHPOPMaLIMOHHOM CUCTEMbI HA MPOHUKHOBEHWS;

UCMonb3oBaHWe B WHMOPMALMOHHON CUCTEME CUCTEMHOrO W (Mnu) MPWUKNAZHOrO  MPOrpamMMHOro
obecneveHuns, pa3paboTaHHOro C NCMONb30BaHMEM METOAOB 3aLUMLLEHHOTO NPOrpaMMUPOBaHNS.

12. TexHuyeckne Mepbl 3aLUWTbl NEPCOHarbHbIX AaHHbIX peanuayloTcs NOCPeACTBOM NMPUMEHEHMsS CPeacTB
3awmnTbl MHdoOpmaumMmM, B TOM YuMChe nNporpamMMHbIX (MporpaMMHO-annapaTHbIX) CPeacTB, B KOTOPbIX OHU
peanun3oBaHbl, MeLux Heobxoammble yHKLMK 6e3onacHOCTW.

Mpu ncnonb3oBaHMM B MHPOPMALMOHHBIX CUCTEMaX cepTUULMpOBaHHbLIX No TpeboBaHMsiM Ge3onacHoOCTu
nHdopmaumm cpeacTs 3aLnTbl MHdopMaLmu:

B MHAOPMAaLMOHHbIX cuctemax 1 ypoBHS 3alLMLLEHHOCTU MepcoHarnbHbIX AaHHbIX NMPUMEHSIIOTCA CpPeacTBa
3alWmnTbl MHpopMaLMK He HUKe 4 Knacca, a Takke CpeacTBa BblYMCIIUTENbHOM TEXHUKM He HUXe 5 knacca;

B MHAOPMALMOHHbIX cUCTeMax 2 YPOBHS 3aLLMLLEHHOCTN MepcoHarnbHbIX AaHHbLIX NMPUMEHSIOTCA CpeacTsa
3awWmnTbl MHpopMaLMKn He HKe 5 Knacca, a Takke CpeacTBa BblYMCIUTENbHOW TEXHUKM He HUxe S knacca;

B MHAPOPMALMOHHbIX cucTemax 3 YPOBHS 3aLLMLLEHHOCTU MepCoHarnbHbIX AaHHbIX NMPUMEHSIOTCA CpeacTsa
3awWmnTbl MHpopmaLmMKn He HuKe 6 Knacca, a Takke CpeacTBa BblYMCITUTENBHOW TEXHUKM HEe HUxXe S knacca;

B MHOPMALIMOHHBIX cUCTeMax 4 YPOBHS 3aLLULLEHHOCTU MepPCOHarnbHbIX AaHHbLIX NMPUMEHSOTCA CPeacTea
3awWmnThl MHpopMaLMKn He HKe 6 Knacca, a Takke CpeacTBa BblYMCIIUTENBHOM TEXHUKM HE HUXe 6 knacca.

Knaccbl 3awwumTbl onpegensioTcs B COOTBETCTBMUM C HOPMAaTUBHBIMW MPaBOBbLIMW aKTamu, WU3AaHHbIMW B
cooTBeTCcTBMM € nognyHkTom 13.1 nyHkTa 8 MonoxeHns o PegepanbHOn cnyxbe No TEXHNYECKOMY U 3KCMIOPTHOMY
KOHTpPOIHO, yTBepXaeHHoro Ykasom lNMpesnaeHTta Poccuiickon ®eagepaumm ot 16 aBrycrta 2004 r. N 1085.

Mpu ncnonb3oBaHMM B UHOPMALMOHHBIX CUCTEMAaxX CPEeACTB 3aliMTbl MHOpMaLMK, cepTUdULMPOBaHHbIX
no TpeboBaHuAM 6Ge3onacHoCTM MHOPMaLuK, ykasaHHble CpeacTBa AOSKHbI ObiTb CepTUdMLMPOBaHbI Ha
COOTBETCTBME 00fA3aTenbHbIM TpeboBaHusAM no 6e3onacHocTM MHGOpPMAaLWK, YCTaHOBMEHHBIM HOPMAaTUBHBLIMM
NpaBoOBbLIMW aKTamu, Unn TpeboBaHKAM, ykazaHHbIM B TEXHUYECKUX YCINOBUSIX (3ag4aHusx no 6e3onacHocTu).

®yHKkUMM Be3onacHOCTM CpefcTB 3aluMTbl MHAOPMaUMM OOMKHbl obecrneunBaTb BbIMOSIHEHWE Mep MO
obecneveHnto 6e30MacHOCTU NePCOHanNbHbIX AaHHbIX, COAEPXKaLUMXCH B HACTOALLEM AOKYMEHTE.

[na obecneveHns 1 n 2 ypoBHEW 3alUULLEHHOCTM MEepcoHanbHbIX AaHHbLIX, a Takke ans obecnedeHus 3
YPOBHA 3aLUMLLEHHOCTU MEPCOHarnbHbIX AaHHbIX B MHAOPMAUMOHHbIX CUCTEMAXx, ANA KOTOPbIX K akTyanbHbIM
OTHeCeHbI Yrposbl 2-ro Tuna, NPUMEHSTCH cepTUdULMpOBaHHbIE CpeacTBa 3awWwmTbl MHAOpMaUmMK1, NporpaMmmMHoe
obecneyeHne KOTOPbIX NMPOLUMO NPOBEPKY HE HMKE YeM MO 4 YPOBHIO KOHTPOMsS OTCYTCTBUSA HedeKnapupoBaHHbIX
BO3MOXHOCTEN.

(n. 12 B peg. NMpukasza PCTIK Poccum ot 23.03.2017 N 49)

13. MNMpun ucnonb3oBaHMn B MHPOPMALIMOHHBIX CUCTEMAX HOBbIX MHPOPMALIMOHHBLIX TEXHOMOMUI U BbISIBIIEHWUU
OOMONMHUTENbHBIX Yrpo3 6e30NacHOCTU NepcoHarnbHbIX AaHHbIX, AN KOTOPbLIX He onpeaeneHbl Mepbl obecnevyeHnst
nx 6e3onacHoOCTW, AOMKHbI paspabaTbiBaTbCA KOMMNEHCUMPYIOLWME MEePbI B COOTBETCTBUM C NyHKTOM 10 HacTosLwero
OOKYMeHTa.

MpunoxeHne

k CocTtaBy 1 cogepXaHuto
OpraHN3aLUMOHHbIX N TEXHUYECKMX
mMep no obecneyeHnto 6e3onacHoOCTK
nepcoHarbHbIX AaHHbLIX MPU NUX
06paboTke B UHGHOPMALIMOHHBIX
CcMCTEMax NepcoHarnbHbIX aHHbIX

COCTAB N COOEP>XAHME
MEP MO OBECIMEYEHUIO BE3OMNACHOCTU NEPCOHAINBbHBIX AHHbBIX,
HEOBXOOMMbIX AJ1A OBECINEYEHWNA KAXOOIO N3 YPOBHEN
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SALLNWLEHHOCTW NMEPCOHANBHBLIX OAHHBLIX

YcnoBHoe
ob03Ha4eHne n
HOMep Mepbl

CopeprxaHne mep no obecneyeHnto 6e3onacHocTu
nepcoHarnbHbIX AAaHHbIX

YPOBHM 3aLLMLLEHHOCTU
nepcoHanbHbIX AAaHHbIX

4

3

2 1

|. MopeHTndmkaumns n ayteHTudmrkaums cybbektoB goctyna n oobektos goctyna (MAD)

NAD.1

UpeHTudukauma un  ayTeHTUdMKauma nonb3osaTenen,
SABNALOLLMXCA paboTHMKamMK onepartopa

+

+

+ +

NAD.2

VaeHTndukauma n ayTeHTUdUKaLms yCTpoOMCTB, B TOM
yuncre cTaumMoHapHbIX, MOOUIbHbBIX 1 MOPTATUBHbIX

NAD.3

YnpasneHne ngeHtugukaTopamm, B TOM Yncre cosgaHue,
NPUCBOEHME, YHUUTOXEHNE MAEHTUUKATOPOB

NAD .4

YnpaeneHve cpeactBamMy ayTeHTUUKAUMKU, B TOM 4Yucre
XpaHeHue, Bblgavya, WHUUManM3auusi, GrokupoBaHue
CPEACTB ayTeHTUdUKAUMN U MPUHATME Mep B Crydae
yTpaThl U (M) KOMNPOMETaLMWN CPEACTB ayTEHTU(MKaLNM

NAD.5

3awmta obpaTHoN CBS3N Npu BBOAE ayTEHTUMKALMOHHOM
WHopmaLnm

NAD.6

VpoeHTudukaumsa m ayTeHTuukauma nonb3oBatenen, He
ABNAIOLWMXCA  paboTHMKaMyM  onepaTopa  (BHELLHMX
nonb3oBaTenen)

. YnpaBeneHue goctynom cy6bekToB AocTyna k oobektam goctyna (Y

nn)

yrg.1

YnpaBneHve (3aBegeHue, akTuBauus, OnokvpoBaHue U
YHUUYTOXEHWNE) YYETHBIMU 3anMCcaAMK Nonb3oBaTenemn, B TOM
yucre BHELLHUX nonb3oBaTenen

+

yra.2

Peanusauusi HeobxoOMMbIX METOAOB (AMCKPELMOHHBIN,
MaHOaTHbIA, PONIEBOM WM MHOW METoA), TUMoB (YTeHue,
3anuCb, BLIMNOSIHEHWE WM WHOW  TUM) W MNpaBun
pasrpaHuyeHust joctyna

yra.3

Ynpasnenue (punbTpauuns, MapLupyTM3aLuMs, KOHTPOIb
COeOQVHEHMN, OJHOHaMpaBfeHHas nepedaya W UWHble
cnocobbl  ynpaBneHust) WMHPOPMALMOHHBIMU  MOTOKaMu
Mexay YycTpoucTBamu, cerMeHtamuv WHGPOPMaLMOHHON
CUCTEMBbI, a TaKKke Mexgy UHPOPMaLMOHHBIMK CUCTEMaMM

yra.4

PasgeneHne nonHomounn  (poren) nosnb3oBaTenewu,
aAMUHUCTPaToOpPOB " nmu, obecneunBatoLLmnx
PYHKUNOHNPOBaHWE NHPOPMAaLIMOHHON CUCTEMbI

yra.5

HasHayeHne  MUHUMaNbHO  HEOOXOAMMBbIX nNpaB WU
npuBMNerMn NonbL3oBaTensM, agMMHUCTpaTopam u nuiuam,
obecneunBaroWM PYHKLNOHUPOBAHUE WUH(OPMAaLMOHHOWN
CUCTEMBI

yYna.e

OrpaHquHme HeycneLwHbIX NonbITOK Bxoaa B
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MHOPMAaLMOHHYO cucTeMy (gocTyna K MHPOPMaLMOHHON
cucTeme)

yna.7

MpenynpexaeHne nonb3oBaTenss npu €ero BXOAe B
NHOPMALIMOHHYHO cucTemy o] TOM, yTO B
WHOPMALIMOHHOW CUCTEME peanu3oBaHbl Mepbl MO
obecneyeHnto 6e30NacHOCTU MePCOHanbHbIX AaHHLIX, U O
HeobxoaMMocCTH cobntoaeHus YCTaAHOBINEHHbIX
onepaTopom npaBust 06paboTKM NepcoHarnbHbIX AaHHbLIX

yra.8

OnoselleHre nonb3oBaTens nocre ycnewHoro Bxoga B
I/IH(*)OpMaLI,VIOHHyI'O cuctemMy O ero npegbigyuiem Bxone B
I/IH(*)OpMaLI,VIOHHyI'O cucrtemy

yra.o

OrpaHuyeHre yncna napannernbHbIX CeaHCOB AOCTyNa AN
KaXk[on y4eTHON 3anucu nonb3oBaTens MHGPopMaLOHHON
CUCTEMBI

yna.10

brnokvposaHne ceaHca pgoctyna B MHMOPMALMOHHYIO
CMCTEMY MOCMe YCTaHOBMEHHOrO BpemeHun 6e3aencTBus
(HeakTMBHOCTK) NONb30OBaTENS MUK MO €ro 3anpocy

yng.11

PaspeweHne  (3anpeT) JOencTBuA  Mnornb3oBaTenewn,
paspeLleHHbIX 40 naeHTudnkaumm n ayTeHTndnkaumm

ynp.12

Mopoepxka wu coxpaHeHne aTpubyToB GesonacHoCTH
(meTok 6e30nacHOCTM), CBSA3AHHbIX C MHdOpMauven B
npoLecce ee xpaHeHust 1 06paboTkM

ynp.13

Peanusaunsi  3awueHHOro  ygarneHHoro  Joctyna
CcyObEeKTOB [OCTYNa K oObekTaM JOCTyrna 4Yepes BHELLHWE
NHOPMALIMOHHO-TENEKOMMYHUKALMOHHbIE CETU

yrg.14

PernameHTaumss ¥ KOHTPONb  WCMOMb30BaHWA B
MH(POPMALIMOHHON CcUCTEME TexHomnoruii GecrnpoBOOHOMO
gocTyna

yrnp.15

PernameHTauusa ©M  KOHTPOSNb  WUCMONb30BaHWS B
WH(POPMALIMOHHON  CUCTEME  MOOBUNBHBLIX  TEXHUYECKUX
cpeacTs

ynp.16

YnpasneHne B3anMogenctesueMm ¢ MHGPOPMaLMOHHLIMU
cuctemamu CTOPOHHMX opraHu3auui (BHELWHME
NHOPMALMOHHbBIE CUCTEMbI)

ynp.Aa7z

Ob6ecneyeHune [0BEpPEeHHO 3arpysku cpeacTB
BbIYUCITUTENBHON TEXHUKN

[ll. OrpaHnyeHune nporpammHon cpegnl (ONC)

OoricA1

YnpaeneHve 3anyckom (obpalleHusasMn) KOMMOHEHTOB
nporpaMMHoro obecneyeHusi, B TOM Yuche onpeaeneHue
3anyckaemMblXx KOMMOHEHTOB, HacTpoiika napameTpoB
3anycka  KOMMOHEHTOB,  KOHTPOSlb 3@  3amnyckoMm
KOMMOHEHTOB NMPOrpamMmmMHOro oGecneyeHus

orc.z

YnpasrneHne ycTaHOBKOW (MHCTannsumMen) KOMMOHEHTOB
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nporpammHoOro obecneveHus, B TOM 4ucrne onpepeneHune
KOMMOHEHTOB,  MoAfiexalimx YCTaHOBKe, HacTpoWka
napameTpoB YCTAHOBKM KOMMOHEHTOB, KOHTpPONb 3a
YCTaHOBKOW KOMMOHEHTOB NPOrpaMmmHoro obecneveHuns

Ooric.3

YcTaHoBKa (MHCTanmsuMs)) TOMbKO — PaspeLUEHHOTO K
NCNONIb30BaHUIO NMporpamMmMHOro obecneyenHnsa u (unu) ero
KOMMOHEHTOB

orc.4

YnpasneHne BpeMeHHbIMU hannamm, B TOM YUCre 3anperT,
paspelleHne, nepeHanpasneHve 3anuvcu, yaaneHve
BpeMEeHHbIX (hainnos

IV. 3awmTa MaLlLMHHBIX HOCUTEeNen NepcoHanbHbIX JAHHbIX

(BHW)

3HN.1

Y4yeT MalLMHHbLIX HocuTenemn nepcoHasribHbIX OaHHbIX

3HWN.2

YHpaBneHme OoCcTynom K MaLWNHHbIM HOCUTENAM
nepcoHarnbHbIX AaHHbIX

3HWN.3

KoHTporb  nepemelleHUss  MalMHHbIX  HOCUTEnem
MepCoHarnbHbIX AaHHbIX 3a Mpedesibl KOHTPONMpPYeMon
30HbI

3HN.4

WckntoueHune BO3MOXHOCTU HEeCaHKLMOHMPOBAHHOIO
O3HakoMJieHna C coaepxXaHnemM nepcoHalrlbHbIX OaHHbIX,
XpaHAWNXCA Ha  MaAWWHHbIX  HOCUTENAX, n (I/I.I'IVI)
NCNonb30BaHWs HoCUTenen nepcoHalibHbIX AaHHbIX B UHbIX
VIH(*)OpMaLI,VIOHHbIX cucremMax

3HWN.5

KoHTponb ucnonb3oBaHus UHTepdencos BeBoaa (BbiBoaa)
MHdoOpMaUMM Ha MalUUHHbIE HOCUTENW NEepCOHarbHbIX
OaHHbIX

3HW.6

KoHTporb BBOZa (BbiBOAA) MHGOPMAUUM Ha MalUMHHbIE
HOCUTENM NepPCOHarnbHbIX AaHHbIX

3HN.7

KOHTpOJ'Ib noaKnr4yeHna MaLUNHHbIX HocuTenen
nepcoHaribHbIX OaHHbIX

3HN.8

YHn4TOXEHUE (cTnpaHue) unm obesnnuuBaHue
nepcoHanbHbIX AAaHHBIX Ha MaLUWMHHBIX HOCUTENAX NpU UX
nepegadye Mexgy nonb3oBaTensiMM, B  CTOPOHHWE
opraHusaumm Ons pemMoHTa WUnu yTunu3aumm, a Takke

KOHTPOJ1b YHUYTOXEHUA (CTMpaHI/I‘il) unm obesnmunBaHus

V. Pernctpaums cobbitun 6esonacHoctn (PCB)

PCB.1

OnpepeneHve cobbiTu  Ge3onacHOCTH, noAdnexalinx
perucTpauum, U CPOKOB UX XpaHeHUs!

PCB.2

OnpepeneHne coctaBa W cogepXaHus wHdopmaumm o
cobbITMAX Be3onacHOCTU, Noanexalunx permcTpaumm

PCB.3

Cbop, 3anMcb M XpaHeHue WHdopMauUn O COObITUSAX
6e30nacHOCTM B TeYeHMe YCTaHOBIIEHHOIO BPEMEHU
XpaHeHus

CtpaHuua 9 3 16



PCB.4

PearnpoBaHne Ha cboun npu perucrpaumm CcoobITUR
6e3onacHoCTW, B TOM 4MCrie annapaTtHble U NporpamMmHble
ownbkn, cbom B MexaHusamax cbopa wuHdopmauum wu
OOCTWXKEHWe npefjena WM nepenornHeHuss obbema
(eMkocTW) NaMaTH

PCB.5

MoHuUTOpPUHT (mpocmoTp, aHanma) pe3ynbTaTtoB
perncTpauum cobbiTuin 6e30nacHOCTM 1 pearnpoBaHne Ha
HMX

PCB.6

leHepupoBaHve BPEMEHHbIX MeTOK " (nnm)
CUHXPOHU3ALUS| CUCTEMHOTO BPEMEHU B MH(OPMALIMOHHOM
cucteme

PCB.7

3awmTa uHpopmaumm o cobbiTuax 6eszonacHoOCTU + +

VI. AHTnBUpycHas 3awmTa (AB3)

AB3.1

Peanusauuns aHTUBUPYCHOW 3aLLmMTbI + +

AB3.2

O6GHoBneHne 6asbl [aHHbIX MNPU3HAKOB BPEAOHOCHbIX | + +
KOMMbIOTEPHBIX MporpamMm (BUPYCOB)

VIl. O6HapyxeHne BTopxeHuin (COB)

COB.1

OGHapyXeHne BTOpXXeHUI

COB.2

O6HoBREHNe 6a3bl peLuaroLLmX NpaBun

\

lll. KoHTponb (aHanu3) 3awmLweHHOCTN NepCcoHarbHbIX gaHHbIX (AH3)

AH3.1

BbigBneHue, aHanui ya3BMMOCTEN WMHEGOPMAaLMOHHON +
CUCTEMbI N OnepaTUBHOE YCTpaHEHWEe BHOBb BbISIBMEHHbIX
YSI3BUMOCTEN

AH3.2

KoHTponb  ycTaHOBKM  OBGHOBREHUN nporpaMmmHoro| + +
obecneyeHns, Bkno4as OOHOBNEHWE  MNPOrpaMMHOro
obecneyeHns cpeacTs 3alUmMTbl MHpopMaLun

AH3.3

KoHTporb paboTocnocoGHOCTM, NapaMeTpoB HacTPOWKA U +
NpaBuUiIbHOCTU (bYHKLUMOHMPOBaHNSA nporpaMMHoOro
obecneyeHns U cpeacTB 3auThl MHopMaLmm

AH3.4

KoHTpornb cocTaBa TeXHUYECKMX CpedcTB, MPOrpamMmHOro +
obecneyeHns U cpeacTB 3aluTbl MHpopMaLIK

AH3.5

KOHTpOnb npaBun  reHepauMm U CMeHbl  Maponen
nonb3oBaTenen, 3aBefeHnst U yaaneHus yYeTHbIX 3anmcen
nonb3oBaTenen, peanu3auun npaBun  pasrpaHUYeHus
jocTtyna, NMONHOMOYUI nonb3oBaTtenemn B
WHOPMALIMOHHON CUCTEME

IX. ObecneveHne LenoCTHOCTU MHAPOPMALMOHHOW CUCTEMbI U MEPCOHArbHbIX OAaHHbIX

(oum

oun.1

KoHTponb LENoCTHOCTM nporpammMHOro  obecrneveHus,
BKIIOYas nporpaMMHoe obecnevyeHne cpeacTs 3aluThbl
WHpopmaLnm
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ouf1.2

KoHTponb LLeNoCTHOCTH nepcoHanbHbIX  AaHHbIX,
cogepxawmxca B 6asax [gaHHbIX  MHPOPMALMOHHOMN
cUCTEMBI

oun.3

Ob6ecneyeHune BO3MO)XHOCTU BOCCTaHOB/EHMS
nporpaMMHoro obGecrneyeHusi, BKMYasi MNporpaMMHoe
obecrneyeHne cpeacts  3alMTbl  MHMOpMauuu, npu
BO3HMKHOBEHMWW HELUTATHBLIX CUTyaLuiA

oLuJ1.4

OOHapyxeHve W pearMpoBaHWe Ha MOCTYNfeHNne B
NHOPMALIMOHHYHO cuctemy Hes3anpalumBaeMmbix
9MEKTPOHHbIX COOOLLEHNIA (NUCEeM, OOKYMEHTOB) M MHOM
NMHGOPMALMK, HEe OTHOCALMXCA K (PYHKLMOHMPOBAHUIO
WMHOPMALIMOHHONM CUCTEMBI (3aLLMTa OT cnama)

oun.s

KoHTponb coaepxaHus uHdopmauuun, nepefasaemMon 13
WHOPMALIMOHHON CUCTEMBI (KOHTEMHEPHbIN, OCHOBAHHbIN
Ha cBoKncTBax obbekTta goctyna, U (MNM) KOHTEHTHbIN,
OCHOBaHHbIA Ha MOMUCKE 3anpeLieHHoOn K nepejaye
MHGOPMaLMM C UCMIONb30BAHNEM CUTHATYP, MAcoK M MHbIX
METOAOB), M MCKIIOYEHNE HEMNpaBOMEPHON nepefayun
MHdopMaLnKN U3 UHHPOPMALIMOHHOW CUCTEMBI

oun.e

OrpaHuyeHne npaB  nonb3oBaTenei MNo  BBOAY
MHpopMaLMKN B MHADOPMALIMOHHYIO CUCTEMY

oun.7

KOHTpOsib TOYHOCTM, MOMHOTBI M NPaBUIIBHOCTU AaHHbIX,
BBOAUMbIX B MHPOPMALMOHHYHO CUCTEMY

oun.s

KoHTponb owmnboyHbIX 4ENCTBUIA NONb3oBaTeNel No BBoay
n (nm) nepefadye  MNepCcoHamnbHbIX  OAHHBIX U
npegynpexaeHue nonb3oBatenen 06  oOWMBOYHbIX
JEeNcTBUAX

X. ObecneveHne gOCTYNHOCTU NepcoHanbHbIX AaHHbIX (OOT)

OAT.1

VMcnonb3oBaHue OTKaSOyCTOVIHVIBbIX TEXHUYECKUX cpencTB

oArT.2

PesepBupoBaHne TEXHUYECKMX CPencTB, MPOrpammMHOro
obecneyeHunsi, kKaHanoB nepegayvM MHgopmauun, cpeacTs
obecneyeHnss  PYHKUMOHUPOBAHUSA  MHOPMaLUOHHOWN
CUCTEMBI

oArT.3

KoHTponb 6e30Tka3HOro d)yHKLMOHUPOBaHUSA TEXHUYECKUX
cpeacts, obHapyXkeHuMe ©  nokanusaums  OTKa3oB
(YHKUMOHUPOBAHUSA, NPUHATUE MEP MO BOCCTaHOBMEHWUIO
OTKa3aBLUNX CPEACTB U UX TECTUPOBaHNE

OAT.4

Mepuoanyeckoe pesepBHOE KOMUPOBAHWME MEepPCOHArbHbIX
AaHHbIX ~ HA  pesepBHble  MallUWHHble  HOCUTENU
MepCoHanbHbIX AaHHbIX

oAT.5

Ob6ecneyeHve BO3MOXHOCTU BOCCTaHOBEHMS
NMepcoHanbHbIX  AaHHbIX C  PEe3epBHbIX  MaLUMHHbIX
HOCUTEenen MnepcoHasbHbIX AaHHLIX (Pe3epPBHLIX KOMWii) B
TEYeHNe YyCTaHOBEHHOro BPEMEHHOTO HTepBarna
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XI. 3awmTa cpeabl BupTyanusauum (3CB)

3CB.1

NoeHTudvkauma n ayTeHTUdmMKaumsa cybbekToB ocTyna u
06BEKTOB AOCTYNa B BUPTYarnbHON MHADPACTPYKTYpe, B TOM
yicre  aAMUHUCTPATOPOB  YMpaBrieHUst  cpedcTBamu
BMpTyanvaauum

3CB.2

YnpaBneHue O0CTynoM CyObLEeKTOB AOoCTyna K obbekTtam
JocTtyna B BUPTyanbHOW WHGPACTPYKType, B TOM 4ucne
BHYTPW BUPTYarbHbIX MaLUH

3CB.3

Pernctpauusa cobbituii 6e3omacHOCTM B BUPTYaribHON
NH(ppacTpyKType

3CB.4

YnpaBneHve (unbTpauus, MapLipyTM3auusi, KOHTPOIb
COedVHeHnsl, OfHOHanpaBlieHHas nepefaya) MnoToKaMu
MHdopMauMM  Mexgy  KOMMOHEHTaMu  BUPTyarbHON
WHPACTPYKTYpPbl, a Takke No nepumeTpy BUPTyasrbHON

WHPACTPYKTYPbI

3CB.5

[oBepeHHas  3arpyska  cepBepoB  BUpTyanusauuu,
BUPTYyarnbHON MaLLUUHbI (koHTenHepa), cepBepoB
yrnpaBneHus BUpTyanu3aumen

3CB.6

YnpaeneHve nepemMelleHMemM  BUPTyanbHbIX  MalUWH
(koHTEeNHepoB) N obpabaTbiBaeMbIX Ha HUX AAHHbIX

3CB.7

KoHTponb LenoCTHOCTM BUPTYanbHOW MHAPACTPYKTYpPbI U
ee KoHdurypaumn

3CB.8

Pe3epBHOe KkOMWpOBaHWE [OaHHbIX, Pe3epBUPOBaHME
TEXHWYECKUX  CPEACTB, MporpaMMHoro  obecrneyeHus
BUPTYyasibHOW MHGPACTPYKTypbl, a Takke KaHaroB CBS3M
BHYTPW BUPTYarbHON MHAPAaCTPYKTYphI

3CB.9

Peanunsauua u ynpaeneHne aHTUBMPYCHOW 3alnTon B
BMPTYyanbHON MHAPACTPYKType

3CB.10

Pa3bueHne BUpTyanbHOW MHPaCTPYKTYpbl Ha CErMeHTbI
(cermeHTUpoOBaHMe BUPTyaribHOM MHAPACTPYKTYpbl) ONs
06paboTku nepcoHanbHbIX AaHHbIX oTAenNbHbIM
nonb3oBaTenem u (Mnu) rpynnow nonb3oBartenemn

XII. 3awmTa TexHuyecknx cpeacts (3TC)

3TCA1

3awmTta umHdpopmauuu, obpabaTbiBaeMON TEXHUYECKUMM
cpefacTBamMu, OT €€ YTEUKM MO TEXHUYECKUM KaHanam

3TC.2

OpraHuzauma  KOHTPONMPYemol 30Hbl, B Mpedenax
KOTOpPO  MOCTOSIHHO  pasMelllalnTcs  CTauMoHapHble
TexHu4eckne cpencTaa, obpabaTbiBalollime UHPOpPMaLUIO,
MU cpeacTBa 3alWuTbl MHGOPMaLMKW, a TaKke cpeacTsa
obecneyeHnst PYHKLNOHNPOBaHNS

3TC.3

KoHTpornb ¥ ynpaBneHve U3MYECKMM OOCTYNOM K
TEXHUYECKUM cpencTeam, cpeacTeam 3aWmThI
nHdopmaLmu, cpeacTeam obecneyeHus
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(YHKUMOHMPOBaAHMS, a Takke B  MNOMELEHNs U
COOPY>KEHWS, B KOTOPbIX OHU YCTaHOBMEHbI, UCKITIoYatoLme
HeCaHKLUMOHMPOBAaHHbIN (hU3MYECKMn OO0CTYN K cpeacTBam
obpaboTku WHcpopmaumn, cpeacTeam 3aWwuThl
nHdopmaumm " cpeacTeam obecneveHus
(PYHKUMOHUPOBAHUS  MHAOPMALUNOHHOW  CUCTEMBI, B
NMOMELLEHUS N COOPYXEHNSI, B KOTOPbIX OHW YCTaHOBIEHbI

3TC.4

PasmelleHne  ycTponcTs BbIBOAA (oToBpaxeHus)
WHpopmMaLmn, UcKnovarLee ee HeCaHKUMOHMPOBAHHLIN
NpoCMOTP

3TC.5

3awmta OT BHELWHMX BO3OENCTBMMA  (BO3AENCTBUMA
OKpYyXXatoLen cpeabl, HecTabunbHOCTU
3NEeKTPOoCHabXeHws, KOHONLMOHNPOBAHWNS n WHbIX
BHELUHNX haKTOPOB)

Xlll. 3awmta nHpopMaLUMOHHOM CUCTEMbI, ee CPeacTs,
CUCTEM CBSI3M U Nepefaym gaHHbIx (3MC)

31C.1

PaspeneHne B MHOPMaUMOHHOW cucTeMe YHKUMA Mo
yrnpaBneHuio  (agMUHUCTPUPOBAHUIO)  MH(OPMaLMOHHOWN
CUCTEMOWN, YNpaBreHno (aAMUHUCTPUPOBAHUIO) CUCTEMOM
3alUMTbl MepcoHanbHbIX AaHHbIX, PyHKUMI No obpaboTke
nepcoHanbHbIX OaHHbIX " NHBIX dyHKUMIA
WHOPMALIMOHHON CUCTEMBI

31C.2

MpepoTBpalleHne 3aJepXKKn nnm npepbiBaHWst
BbINOMHEHNA TMPOLIECCOB C BbICOKMM MPUOPUTETOM CO
CTOPOHbI MPOLIECCOB C HU3KUM MPUOPUTETOM

31C.3

ObecneyveHne 3awWMTbl MEepcoHarnbHbIX  AaHHbIX  OT
packpbITUS, MOAUMUKaLUM U HaBs3bIBaHUS (BBOAA JIOXKHOW
MHpopmaumn) npu ee nepegade (MOAroTOBKE K nepenade)
Mo KaHanam CBs3W, WMEKLWMM BbIXO4 3a npeaensl
KOHTPONMPYEMOW 30Hbl, B TOM u4ucrne 6ecnpoBOAHbIM
KaHanam cBA3n

31C .4

ObecneveHne [OBEPEHHbIX KaHama, Maplipyta mexay
agMMHUCTpaTopoM,  Monb3oBaTeneM U cpeacTBamu
3aLmnThl MHOpMaumm (dbyHKUMaMU 6e3onacHoOCTV cpeacTB
3aWwmTbl MHGOPMAaLMK)

31C.5

3anpeT HecaHKUWMOHWPOBaHHOW YyAaneHHOW akTusauuu
Buaeokamep, MUKPO(OHOB U UHbIX NepudepunHbIx
YCTPOMNCTB, KOTOpble MOrYT aKTMBMPOBATbCHA yAarieHHO, U
onoBelleHMe Monb3oBaTenen 06 akTMBauuMM  TaKuX
YCTPONCTB

31C.6

Mepegpaya M KOHTPONb  LENOCTHOCTM  aTpunbyToB
GesonacHocTM (MeToKk 6e30nacHOCTM), CBSI3aHHbIX C
NepcoHanbHbIMU AaHHbIMK, NpU OBMEeHe UMW C UHbLIMM
MHPOPMALIMOHHBIMK CUCTEMAMU

31C.7

KOHTpOJ'Ib CaHKUMOHUPOBAHHOIO n NCKn4yeHne
HeCaHKUMOHMPOBAHHOIO MCnosib3oBaHUA TEeXHonorum
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MOOMMBHOrO kKOoda, B TOM 4ucre perucrpaums cobbitui,
CBA3aHHbIX C WCMNOMb30BaAHMEM TEXHOJIOrM MOOUITBHOIO
Koga, WX aHanu3 un pearnpoBaHwe Ha HapyLleHus,
CBA3aHHble C WUCMOSIb30BaHWEM TEXHONOrmMm MOOUITBHOIo
Koga

31C.8 KoHTponb CaHKLMOHNPOBAHHOIO n UCKITHOYEHNE
HECaHKUMOHMPOBAHHOTO  UCMOMb30BaHNS  TEXHOMOrMn
nepegaym peyn, B TOM 4uCne perncrpauus cobbiTum,
CBSI3aHHbIX C WCMONb30BaHWEM TEXHOMOrMin nepegaydn
peyn, ux aHanM3 W pearMpoBaHWe Ha HapyLUeHUs,
CBSI3aHHblE C WCMNONb30BAHUEM TEXHONOMMIA nepepaydn
peuun

3nC.9 KoHTponb CaHKLVOHUPOBAHHOWN n WCKITHOYEHNE
HeCaHKUMOHNPOBAHHOW Mepefayun BugeouHdopmauuun, B
TOM 4ucne perucTpaums  CoBbITUA, CBA3AHHBLIX C
nepegaven BMAEOUHOPpMaLnK, nx aHanus "
pearMpoBaHMe Ha HapyLlUeHusl, CBSi3aHHble C nepepaven
BMAEeOUHOopMaLnm

31nC.10 MoaTeepxaeHne NMPOUNCXOXAEHMS MCTOYHMKA
WHOpMaUMK, nony4aemonM B Mpouecce onpeaeneHus
CeTeBbIX aApecoB No CeTeBbIM MMEHaM UMW ONpeaeneHnst
CeTeBbLIX UMEH NO CETEBLIM agpecam

3nC.11 ObecnevyeHne  MOAJSIMHHOCTU  CETEBbIX  COeANHEHUN + +
(ceaHcoB B3avMOAENCTBUS), B TOM YMCne ANs 3awmTbl OT
NMOAMEHbI CETEBbLIX YCTPONCTB U CEPBMCOB

3nC.12 VckntovyeHne BO3MOXHOCTM OTpULIaHMs Mofb3oBaTenem
akTa OTNpaBKM MEPCOHamnbHbIX [aHHbIX  ApYyromy
nonb3oBarternto

31nC.13 VckntovyeHne BO3MOXHOCTM OTpULAHMS MOSfb30BaTesfem
dakTa NOnyyYeHWs MNepcoHanbHbIX OaHHbIX OT OPYroro
nonb3oBaTens

3nC.14 Mcnonb3oBaHne yCTPOMCTB TepMUHAaNbHOro AocTyna Ans
006paboTku NepcoHanbHbIX AaHHbIX

3NnC.15 3awnta apxvBHbIX annoB, napamMeTpoB HACTPONKM + +
cpeacte  3awmMThl  MHdopmauMM UM NPOrpamMHOro
obecneyeHnss UM  WHbIX [OaHHbIX, He MOANeXalmXx
M3MeHeHUt0 B npouecce o06paboTkM nepcoHarnbHbIX
OaHHbIX

3NnC.16 BoisBneHune, aHanus 1 6nokuposaHe B MHPOPMaLMOHHON
CUCTEME CKpbITbIX KaHaroB nepegadvM WHgopMauun B
00x0f peanu3oBaHHbIX Mep WM BHYTPU paspeLleHHbIX
CETEBbLIX NMPOTOKOIIOB

3ncC.17 Pa3bueHne WHMPOPMALMOHHOM CUCTEMbI HA CErMeHTbI + +

(cermeHTMpOBaHNMe  MHMOPMALMOHHOM  CUCTEMbI) M
obecneyeHne 3aWmnThI nepMmMeTpoB CEerMeHTOoB
NHOPMALMOHHOW CUCTEMBI
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31C.18

Ob6ecneyeHne 3arpy3km W WCMOSIHEHMS MPOrPamMMHOro
obecnevyeHMss C MalUMHHbIX HOcUTenen nepcoHarbHbIX
OaHHbIX, OOCTYMHbIX TONbKO AONA YTeHUA, U KOHTPOIlb
LLeNIOCTHOCTU AaHHOMO NPorpaMMHOro obecneyeHus

31C.19

M3onsiums  npoueccoB  (BbIMOMHEHWe Nporpamm) B
BblAeNeHHoN obrnacTu namsTu

31C.20

3awmta 6ecrnpoBOAHbIX COEOUHEHUN, MNPUMEHSIEMbIX B
WHpOPMALIMOHHON CUCTEME

XIV. BbisBNeHne NHUMAEHTOB U pearnpoBaHmne Ha Hux (MHLL)

WNHLL.1

Onpe,u,eneHme iy, OTBETCTBEHHbIX 3a BbiABIIEHUE
MHUMOEHTOB U pearnpoBaHne Ha HUX

NHLL.2

O6HapyxeHue, naeHTudmkaums " perncrtpauus
WHUMOEHTOB

WHLL.3

CBoeBpeMeHHoe MHMOPMMPOBaHME TNUL, OTBETCTBEHHbIX
3a BbIBMEHNEe WHUMOEHTOB W pearnpoBaHue Ha HUX, O
BO3HVKHOBEHUM MHUMAEHTOB B MH(OPMAaLMOHHONM cuctTeme
nonb3oBaTensAMn U aaMUHUCTPaTOPaMm

WHL.4

AHanuMs MHUMOEHTOB, B TOM 4uUcre onpeneneHune
MCTOYHUKOB WM NpPUYNH BO3HUKHOBEHUA WHUMOEHTOB, a
TaKkKe OLUeHKa MX NocnencTeni

WHLL5

MpuHATME Mep NO YCTPaHEHUIO NOCNEACTBUN NHUNAEHTOB

WHLL.6

n.l'laHl/IpOBaHVIe N npuHATME Mep no npenoTBpaleHunto
NOBTOPHOIo BO3HMKHOBEHUA NHUNOEHTOB

XV. ¥YnpaeneHue koHurypaumen MH(pOopMaLMOHHON CUCTEMbI U CUCTEMBI 3aLUUTbl NEPCOHASBbHBIX AaHHbIX

(YK®)

YK®.1

OnpegeneHne nuvu, KOTOPbIM paspelleHbl AEWCTBUST MO
BHECEHMWIO N3MEHEHUIN B KOH(pUrypaLumo MHOpMaLMOHHON
CUCTEMbI Y CUCTEMbI 3aLUMTLI MEPCOHarNbHbIX AaHHbIX

YK®.2

Ynpaenexue N3MEHEHUSMU KOHUrypaumm
MH(POPMALIMOHHON  CUCTEMbI U CUCTEMbI  3aLUUTHI
nepcoHarnbHbIX AaHHbIX

YK®.3

AHanma3 noTeHuuanbHOro BO3OEWCTBUS  MMaHUPYyEeMbIX
N3MEHEHN B KOHUrypaunm nHpopMaLnoHHON cucTemsbl 1
CMCTEMbI 3aLUMTbl NEPCOHarnbHbIX AaHHbIX Ha obecneyeHne
3alUMTbl  NepcoHarnbHbIX  AaHHbIX W corflacoBaHue
N3MeHeHNn B KOHUrypaumm nHdpopMaLMOHHON CUCTEMBI C
OOMKHOCTHBIM NUOM (pabOTHUKOM), OTBETCTBEHHbLIM 3a
obecneyeHne 6e30MacHOCTV NEPCOHANbHbLIX OAHHbLIX

YKo .4

[dokymeHTnpoBaHue nHdopmaumm (BaHHbIX) 0ob
N3MEHEHNsIX B KOHpurypaumm nHpopmMaunoHHON CUCTEMBI
N cUCTEMbI 3almUTbl NEPCOHANbHbIX AaHHbIX

"+" - mepa no obecneyeHnio Ge3onacHOCTU NepcoHanbHbIX AaHHbIX BKNoYeHa B 6a30Bbin Habop Mep Ans
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COOTBETCTBYIOLLLEr0 YPOBHSA 3aLLULLEHHOCTN NEPCOHarbHbIX AAHHbIX.

Mepbl no obecnevyeHnto 6e30MacHOCTM MEPCOHarnbHbIX AaHHbIX, He 0003HaYeHHble 3HakoMm "+
NpUMMeHSIloTCA Npu agantaumm 6asoBoro Habopa Mep M YTOYHEHMM aganTupoBaHHOro 6asoBoro Habopa mep, a
Takke npu pa3paboTke KOMMEHCUPYLLMX Mep Mo obecneyeHnto 6e30nacHOCTM NEPCOHANbHbIX AaHHbIX.
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